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Abstract
Aviation GNSS receivers are critical for safety but challenging to
test due to nonlinear behaviors, environmental variability, and
timing-dependent faults. This paper presents a correlation-guided
fuzz testing framework that integrates sensitivity analysis with hy-
brid search-based workflows, enabling systematic and interpretable
robustness evaluation. Unlike prior approaches focusing on iso-
lated modules or simulations, the framework targets system-level,
real-time behavior of hardware-integrated receivers. Step changes,
ramps, and transient peaks are prioritized as indicators of anomalies,
including spoofing and jamming events. Initial results demonstrate
the feasibility of focusing fuzz testing on high-impact inputs to
improve efficiency and interpretability. Future work will validate
the framework in larger-scale campaigns, including scenarios af-
fected by the South Atlantic Anomaly and controlled jamming or
spoofing, providing a scientifically rigorous yet practically usable
tool for safety-critical GNSS systems.

CCS Concepts
• Software and its engineering → Software testing and de-
bugging; • Hardware → Embedded and cyber-physical systems; •
General and reference→ Evaluation.
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1 Introduction
Modern aviation relies onGlobal Navigation Satellite System (GNSS)
receivers, including GPS, Galileo, and BeiDou, for precise position-
ing, navigation, and timing. Despite their critical role, these systems
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remain vulnerable to jamming and spoofing,1 threats that can com-
promise navigation safety and operational integrity. Efficient test
of these receivers is challenging because faults often emerge only
under rare or extreme input conditions, which are costly to identify
and to simulate. An exhaustive exploration of the input domain
remains impractical for real-time, hardware-in-the-loop systems

To address these challenges, Hybrid testing strategies have ad-
vanced state-of-the-art robustness evaluation. Search-Based Soft-
ware Testing (SBST) explores high-dimensional input spaces using
metaheuristic optimization, such as genetic algorithms or particle
swarm optimization [2, 4]. Fuzz testing complements this approach
by generating randomized or malformed inputs to uncover unex-
pected behaviors [8], with tools like AFL [7], libFuzzer [6], and
GNSS-specific extensions such as FANDANGO [5]. However, a
challenge of fuzz testing is to master the costs associated with
generating and processing a large set of tests

This paper proposes a five stages conceptual framework mixing
Fuzz testing and hybrid search-based testing into a uniqueworkflow.
By combining sensitivity-guided input prioritization with correla-
tion informed fuzzing, it enables focused exploration of high-impact
inputs while remaining feasible for routine engineering validation.
Hybrid strategies such as SBST provide a natural foundation for
Stage 1 and 2 exploratory fuzzing, guiding initial input sampling be-
fore correlation analysis. Specific output deviations—step changes,
ramps, and transient peaks—are prioritized because they strongly
indicate anomalies caused by GNSS spoofing or jamming [1]. Stages
3 and 4 cover targeted fuzzing and statistical change detection, fo-
cusing on high-impact inputs identified in earlier stages, while
Stage 5 provides an iterative feedback loop to refine prioritization
and steer subsequent fuzzing cycles.

The main contributions of this work are:

• A five-stage, correlation-guided fuzz testing workflow for
aviation GNSS receivers.

• Integration of sensitivity analysis with hybrid search-based
testing techniques.

• An initial hardware-in-the-loop demonstration of framework
feasibility.

The proposed approach is evaluated through a pilot study using
hardware-in-the-loop tests to illustrate feasibility and the practical
application of sensitivity-informed fuzzing.

1A jamming attack interferes with GNSS signals, preventing accurate reception, while
a spoofing attack transmits counterfeit signals to mislead the receiver into computing
incorrect positions or timing.



SBFT ’26, April 12–18, 2026, Rio de Janeiro, Brazil Haag et al.

2 Challenges and Research Objectives
Aviation GNSS receivers process many inputs, including satellite
geometry, signal distortions, atmospheric effects, multipath, inter-
ference, and internal settings. Testing these systems is challenging
due to several factors:

• Complex input–output behavior: Small input changes
can cause large or subtle variations, and stochastic internal
processing may lead to non-deterministic outputs.

• Time-consuming hardware-in-the-loop tests: Each run
requires significant setup time (15 minutes) and execution,
limiting feasible experiments.

• Rare or boundary-case scenarios: Standard tests often
miss extreme or low-probability input combinations that
could trigger unsafe receiver behavior.

These challenges motivate the following research questions:
(1) Which input dimensions most strongly influence critical

receiver outputs under nominal and perturbed conditions?
(2) How can anomalies caused by jamming or spoofing be sys-

tematically detected and quantified in high-dimensional, sto-
chastic systems?

(3) How can testing remain feasible and interpretable in hardware-
in-the-loop setups with large input spaces?

To address these questions, the overall research objective is to de-
velop a structured, sensitivity-informed testing approach that sys-
tematically prioritizes influential inputs and detects critical output
deviations, while remaining operationally feasible.

3 Correlation-Guided Fuzz Testing Workflow
This section presents a five-stage conceptual workflow for correlation-
guided fuzz testing of aviation GNSS receivers (Figure 1), highlight-
ing how high-impact inputs are identified, fuzzed, and systemat-
ically analyzed to detect anomalies. The framework builds upon
prior empirical investigations [3] and defines a research agenda for
hybrid, sensitivity-informed robustness testing rather than a fully
implemented prototype.

Figure 1: High-level conceptual workflow for correlation-
guided fuzz testing.

Stage 1: Broad Fuzzing / Exploratory Sampling. A reference sce-
nario is first obtained by running the receiver under nominal, un-
perturbed GNSS signals without any fuzzed or altered inputs. This
reference run serves as the baseline for evaluating all subsequent
tests. After establishing this baseline, a diverse set of test inputs is
conceptually generated. In this work, inputs refer to controllable
signal or configuration parameters—such as satellite geometry, sig-
nal distortions, atmospheric effects, multipath, interference power,
and additional corrective message fields. The receiver responses to

these inputs produce the monitored outputs, including position er-
ror, protection levels, timing deviations, signal integrity indicators,
and navigation state changes. This exploratory stage maps how
variations in the input parameters influence the receiver outputs
and defines the input–output landscape for subsequent correlation
analysis.

Stage 2: Correlation & Sensitivity Analysis. In this stage, rela-
tionships between input dimensions (controllable signal or config-
uration parameters) and output dimensions (observable receiver
behaviors) are analyzed to identify high-impact inputs and deter-
mine which outputs warrant detailed statistical monitoring.

Let 𝑌 ref
𝑖 denote the reference value of output dimension 𝑖 under

nominal (unperturbed) inputs, and 𝑌
test( 𝑗 )
𝑖

denote the observed
value of output dimension 𝑖 when input dimension 𝑗 is perturbed.
Deviations are normalized by the corresponding reference value to
prevent outputs with larger absolute magnitudes from dominating
the sensitivity weight, and the absolute deviation between these
values quantifies the effect of input 𝑗 on output 𝑖:
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=
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, 𝑖 = 1, . . . ,𝑚, 𝑗 = 1, . . . , 𝑛 (1)

Here, 𝑖 = 1, . . . ,𝑚 indexes the monitored output dimensions,
𝑗 = 1, . . . , 𝑛 indexes input dimensions, and 𝜖 > 0 is a small constant
to avoid division by zero.

To summarize the influence of each input dimension, a sensitivity
weight 𝑤 𝑗 is defined by aggregating the normalized deviations
across outputs:

𝑤 𝑗 =
1
𝑚

𝑚∑︁
𝑖=1

Δ( 𝑗 )
𝑖

, 𝑗 = 1, . . . , 𝑛 (2)

Sensitivity weights 𝑤 𝑗 quantify the influence of each input di-
mension on outputs: higher weights indicate stronger impact and
guide Stage 3 targeted fuzzing, while low-weight dimensions may
still contribute to rare anomalies. Occasional broader sampling can
mitigate the risk of deprioritizing potentially critical inputs.

The sensitivity weights serve three purposes:

• Prioritizing high-impact input dimensions for targeted fuzzing
(Stage 3),

• Defining monitoring priorities and thresholds for statistical
change detection (Stage 4), and

• Supporting interpretability and expert-driven validation.

Weights can be determined either by expert judgment using vi-
sual analysis of input–output relationships or by formal correlation
metrics (e.g., Pearson, Spearman, mutual information, or Shapley
values) to systematically capture linear and nonlinear dependencies.

Stage 3: Targeted Fuzzing. Stage 3 refines the search space by
concentrating exclusively on the high-impact inputs identified in
Stage 2. Using the previously established reference scenario as a
baseline, these inputs are systematically perturbed within their pri-
oritized ranges, while all remaining parameters are held constant.
This focused design ensures that deviations in the receiver’s be-
haviour can be attributed to specific influential inputs, preventing
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dilution effects from low-impact dimensions. The resulting out-
put traces are then forwarded to Stage 4 for statistical anomaly
detection.

Stage 4: Statistical Change Detection. Outputs generated during
targeted fuzzing in Stage 3 are analyzed to identify statistically sig-
nificant deviations from nominal behaviour. Since each high-impact
input is perturbed individually, anomalies can be attributed to spe-
cific input dimensions. A dedicated detection algorithm extracts
three characteristic classes of deviations:

Steps Persistent shifts in the mean, detected using a
CUSUM formulation 𝑆𝑡 =max(0, 𝑆𝑡−1 + 𝑥𝑡 − 𝜇0 − 𝑘),
with 𝜇0 denoting the nominal mean and 𝑘 the drift
parameter.

Ramps Gradual linear trends, identified via sliding-window
gradient estimation under monotonicity constraints.

Peaks Localised transient excursions, detected through z-
score thresholding or percentile-based outlier detec-
tion.

Each detected event is time-stamped and forwarded to Stage 5 for
interpretation.

Stage 5: Feedback & Evaluation. This stage evaluates the anom-
alies identified in Stage 4 against the reference scenario obtained in
Stage 1. Because defining a concrete “bug” in GNSS receivers is non-
trivial, deviations that exhibit steps, ramps, or peaks in the fuzzed
run—but are absent in the reference—serve as heuristic indicators
of potentially undesirable behaviour. Final assessment, however,
requires expert judgment.

Fuzzed and reference output traces are first aligned via interpo-
lation for point-wise comparability. Quantitative measures such
as mean difference, standard deviation, maximum deviation, and
correlation provide summary characterisations of divergence, while
event-level analyses retain the semantics of detected ramps, steps,
and peaks. This structured process ensures that anomalies are inter-
preted within the context of sensitivity-guided prioritisation and
statistically grounded detection, enabling a systematic evaluation
of fuzzing effects.

4 Test Setup and Early Results
To demonstrate the feasibility of the proposed framework, we con-
ducted a preliminary hardware-in-the-loop (HIL) pilot study. The
results presented here are illustrative and do not represent a full-
scale evaluation. The aim is to verify the workflow, explore sen-
sitivity trends, and highlight how targeted fuzzing and statistical
analysis can detect high-impact input–output effects, which was
demonstrated in a controlled HIL environment through a workflow
capable of revealing sensitivity-driven dependencies.

Figure 2: Hardware-in-the-loop (HIL) test environment for
GNSS receiver fuzz testing.

The setup shown in (Figure 2) uses a Spirent GSS-9000 GNSS
signal simulator with PosApp (v10), which produces realistic GPS
constellations2 augmented with SBAS (Satellite-Based Augmen-
tation System)3. During testing, only SBAS message fields were
varied, while GPS navigation and satellite geometry remained fixed.
This controlled setup allowed precise observation of how individual
inputs affect receiver behavior.

Testing followed a single-parameter-at-a-timemethodology. Each
SBAS field was individually varied across approximately 100–300
controlled input values, with 3–5 repetitions per input, correspond-
ing to 27–70 hours of testing per field and roughly 900 hours in
total. This field-level fuzzing approach, implemented via a custom
in-house tool, ensures inputs remain syntactically valid and GNSS
signals realistic, allowing observed output changes to be attributed
directly to specific inputs. While simulation or record-and-playback
environments can reduce logistical and environmental overhead
compared to full HIL testing, they do not eliminate the receiver-
internal initialization time (due to initial ephemeris decoding).

Table 1: Illustrative sensitivity scores for selected SBAS pa-
rameters (0 = No Effect, 10 = Very High Effect). Conceptual
data adapted from [3].

SBAS Parameter VPL/HPL PDOP NavState 𝑤 𝑗

MT9_URA 10 5 8 8
MT6_UDREI 9 2 7 6

Table 1 summarizes sensitivity scores for two selected SBAS
parameters, based on previously measured GNSS receiver behavior
[3]. These scores quantify how controllable signal, timing, and en-
vironmental inputs influence key outputs such as tracking stability,
synchronization, and positioning error. In particular:

• VPL and HPL (Vertical and Horizontal Protection Lev-
els) indicate the maximum expected positioning error.

• PDOP (Position Dilution of Precision) reflects the effect
of satellite geometry on solution accuracy.

• NavState describes the receiver’s navigation condition, in-
cluding fix quality or signal lock.

• Sensitivity weight𝑤 𝑗 (cf. Stage 2) identifies high-impact
inputs for prioritization.

Among the tested inputs, MT9_URA4 exhibited the highest sen-
sitivity. This indicates that perturbations in this parameter produce
the largest deviations in outputs, making it a prime candidate for
Stage 3 targeted fuzzing. Internal validity was ensured by repeating
each test and comparing deviations against baseline measurements.

Figure 3 illustrates the application of Stage 4 statistical change
detection. Peaks, ramps, and step changes in outputs are automati-
cally identified, providing a structured view of how fuzzed inputs
affect receiver behavior. These detected events are then used in
2Up to 10 satellites broadcast GPS signals, including ranging signals (used to measure
distances to the satellites) and navigation messages (used to calculate satellite positions
and provide timing and status information).
3SBAS improves GNSS positioning accuracy and reliability by broadcasting differential
correction messages that overlay the original GNSS signals.
4Message Type 9 User Range Accuracy (MT9_URA) represents an upper bound on
satellite ranging error over the coverage area.
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Stage 5 feedback, enabling systematic comparison of fuzzed sce-
narios against the reference and supporting interpretable, input-
specific analysis.

Figure 3: Example of statistical detection of anomalies in
receiver outputs using Stage 4 methods.

5 Discussion, Benefits, and Challenges
The Correlation-Guided Fuzz Testing framework provides a struc-
tured approach to focus testing on the most influential input di-
mensions, improving efficiency, interpretability, and practical us-
ability in safety-critical GNSS systems. By using correlation- and
sensitivity-informed prioritization, the workflow reduces unnec-
essary test cases while remaining feasible for routine engineering
validation. Its modular, staged design allows scalable exploration
of complex input spaces and can incorporate advanced extensions,
such as Shapley values or causal feature attribution. Practical imple-
mentation requires careful handling of hardware-in-the-loop setups
and real-time constraints, as tests are time-consuming and outputs
include both categorical and continuous measures. System stabiliza-
tion delays further justify prioritizing high-impact inputs. Despite
these challenges, targeted fuzzing and statistical monitoring have
demonstrated relevance on individual cases, with broader empirical
validation planned. While prior work has explored general-purpose
fuzzing [6–8] and hybrid search-based testing [2], no existing ap-
proach combines sensitivity-guided input prioritization with struc-
tured, hardware-in-the-loop GNSS testing. The proposed work-
flow leverages sensitivity weights to systematically guide targeted
fuzzing, improving anomaly detection efficiency, interpretability,
and operational feasibility. This makes it relevant for safety-critical
cyber-physical systems, including autonomous vehicles and indus-
trial controllers, where complex input–output dependencies require
thorough validation.

6 Planned Evaluation and Future Work
Future workwill evaluate the framework in larger-scale testing cam-
paigns to assess feasibility and practical utility, including hardware-
in-the-loop setups to determine whether correlation-guided priori-
tization of high-impact inputs improves fuzz testing efficiency and
reveals anomalies.

Scenarios will include effects of the South Atlantic Anomaly
(SAA) on receiver behavior, as well as controlled real-world jam-
ming and spoofing tests, to assess performance under realistic,
safety-critical conditions and identify detectable anomalies.

The framework will also be extended with advanced sensitiv-
ity estimators and feature attribution methods to capture complex
input–output dependencies. Expert assessments will evaluate inter-
pretability and practical applicability. Together, these efforts aim to
validate the framework as a scientifically rigorous yet practically
usable tool for systematic, feedback-driven robustness evaluation
in GNSS and other safety-critical systems.

7 Conclusion
This paper introduced a correlation-guided fuzz testing framework
for aviation GNSS receivers that links sensitivity-informed input
prioritization with search-based testing. By directing test effort
toward statistically influential inputs and monitoring characteristic
deviations such as steps, ramps, and transient peaks, the frame-
work offers a structured and interpretable method for identifying
anomalies relevant to spoofing, jamming, and integrity faults.

The approach aligns with the practical realities of GNSS vali-
dation—long stabilization times, hardware-in-the-loop constraints,
and heterogeneous output types—making targeted prioritization
both methodologically justified and operationally necessary. In do-
ing so, the framework provides a principled pathway to more effi-
cient and interpretable robustness testing, with particular relevance
for safety-critical cyber-physical systems that exhibit complex in-
put–output dependencies.
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