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Abstract—Global Navigation Satellite Systems rely on estimat-
ing the signal propagation delay and Doppler shift to a set of
visible satellites, which in turn allows to determine the receiver
position, velocity and timing. However, the presence of inter-
fering signals degrades the estimation of such synchronization
parameters, reason why robust solutions must be accounted for.
One specific kind of interference are jamming, where a powerful
signal is emitted in the same bandwidth as the signal of interest.
One possible way to mitigate jamming is to resort to an antenna
array. Doing so, spatial diversity can help to estimate the most
powerful signal, allegedly the interference, and perform detection,
localization and mitigation. In our solution, we propose two
methods: the first one is an offline one, which uses snapshots
where the interference is the most powerful to allow for precise
detection and localization of the interferer. The other one is
an online one, allowing to perform detection, localization and
mitigation in real time of the interfering signal.
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I. INTRODUCTION

Global Navigation Satellite System (GNSS) are known to be
vulnerable to a wide range variety of non-nominal propagation
conditions, threats and attacks, with interference sources,
whether intentional or unintentional, playing a major role
[1]–[3]. In safety-critical applications, effective interference
mitigation is therefore essential to ensure reliable positioning.
This vulnerability is largely due to the extremely low received
power of GNSS signals, typically around −159 dBW [4],
which place them below the noise floor and makes them highly
susceptible to disruption.

In the context of antenna array receivers, interference
mitigation benefits from spatial diversity, which enables not
only the identification and localization of interference sources,
but also their mitigation [5]. State-of-the-art techniques in
this area include beamforming, spatial filtering, and adaptive
null steering [6], which aim to enhance the desired signal
while attenuating interference arriving from specific directions.
These spatial processing methods complement the temporal
and spectral approaches used in single antenna systems.

We propose to use beamforming and Direction Of Arrival
(DOA) estimation techniques to detect, localize, and mitigate
jamming signals. Our strategy involves two complementary
approaches: an online method and an offline one. The pri-
mary goal is to develop an online algorithm capable of
performing real-time detection, localization, and mitigation of
the jamming signal, emulating a commercial implementation.

The offline method is employed to perform a more precise
detection and localization of the interference.

The article is organized as follows: Sec. II presents the an-
tenna array used and the corresponding signal model, Sec. III
presents some state of the art array processing methods along
with the two proposed approaches. Finally, Sec. IV presents
the results on the challenge dataset while Sec. V concludes
this proposition.

II. SIGNAL MODEL AND ARRAY CONFIGURATION

We consider an array of L = 4 antennas arranged in a
square with side length d = 10 cm. A local coordinate system
is defined such that its origin lies at the center of the square,
with the xy-plane aligned with the antenna plane and the z-
axis pointing outward, normal to the array. We assume that
all incoming signals originate from far-field sources, such that
the wavefronts impinging on the array can be approximated as
planar. For each source, we denote ϕ ∈

[
0, π

2

)
as the elevation

and θ ∈ [−π, π) as the azimuth. Note that all these definitions
were specified by the challenge (including the left hand rule
frame). We denote s(t) the signal received at the origin, while
the signal received at antenna n is denoted by s(t− τn). All
these notations are illustrated in Fig. 1.

y

x

z

s(t− τ4)

s(t− τ1)

s(t− τ2)

s(t− τ3)

s(t)

d

d

θ

ϕ

Fig. 1: Schematic of the problem with θ < 0.



A. Single signal reception scenario

For a single signal impinging a calibrated square array of 4
antennas after demodulation around frequency fc, the snapshot
vector can be expressed as

y(t) ≜


y1(t)
y2(t)
y3(t)
y4(t)

 =


s(t− τ1) + n1(t)
s(t− τ2) + n2(t)
s(t− τ3) + n3(t)
s(t− τ4) + n4(t)

 =


s(t− τ1)
s(t− τ2)
s(t− τ3)
s(t− τ4)

+n(t),

(1)
with n(t) ∼ CN (0, σ2I4) the noise, where σ2 denotes the
noise variance at each antenna element. Assuming a narrow-
band signal around the carrier frequency fc with baseband
signal s(t), and considering short delays relative to the wave-
length λc =

c
fc

, we have1

s(t− τn) ≈ s(t)ejk
T rn (2)

with antenna positions and wave vector

R =
d

2

1 1 −1 −1
1 −1 −1 1
0 0 0 0

 , k =
2π

λ

cosϕ cos θ
cosϕ sin θ

sinϕ

 , (3)

where each column rn corresponds to the position vector of
the n-th antenna. Therefore, we have

y(t) = a(θ, ϕ)s(t) + n(t), (4)

with

a(θ, ϕ) =


exp

(
j πd

√
2

λc
cos (ϕ) cos (θ − π

4 )
)

exp
(
j πd

√
2

λc
cos (ϕ) cos (θ + π

4 )
)

exp
(
j πd

√
2

λc
cos (ϕ) cos (θ + 3π

4 )
)

exp
(
j πd

√
2

λc
cos (ϕ) cos (θ − 3π

4 )
)

 (5)

the steering vector in direction (θ, ϕ). Note that according to
[7, Eq. (4.157)], we should have d ≤ λc

2 to avoid ambiguous
DOA estimation, which is not satisfied here.

B. Multiple signal reception scenario

When P signals arrive at the array, Eq. (4) becomes

y(t) =

P∑
p=1

sp(t)a(θp, ϕp)+n(t) = A(θ,ϕ)s(t)+n(t), (6)

where a(θp, ϕp) is the steering vector associated with the
p-th source arriving from elevation θp, and azimuth ϕp

(as defined in Fig. 1). In the matrix form, A(θ,ϕ) =[
a(θ1, ϕ1) · · · a(θP , ϕP )

]
∈ CL×P , θ =

[
θ1 · · · θP

]T
,

ϕ =
[
ϕ1 · · · ϕP

]T
, s(t) =

[
s1(t) · · · sP (t)

]T
, and

n(t) is the same as before.
One special case is when the sources sp(t) are considered

centered complex Gaussian with covariance matrix Rs. In that
case, the snapshot is also complex centered Gaussian with
covariance matrix

Ry = A(θ,ϕ)RsA
H(θ,ϕ) + σ2I4. (7)

1For a right hand rule frame, a minus sign is expected in the exponential.

When the sources are uncorrelated, the matrix Rs becomes
diagonal where the p-th diagonal term Pp is the power of the
signal p, leading

Ry =

P∑
p=1

Ppa(θp, ϕp)a
H(θp, ϕp) + σ2I4. (8)

If P < 4 and the steering vectors are independent, the
summation is of rank P . An eigenvalue decomposition (λ1 ≥
· · · ≥ λP ) in an orthonormal family Us and completed with
Un into an orthonormal basis of C4 leads

Ry = UsΛsU
H
s + σ2

[
Us Un

] [UH
s

UH
n

]
= UsΛ

′
sU

H
s + σ2UnU

H
n , (9)

with Λ′
s = Λs + σ2I and Λs = diag(λ1, · · · , λP ) .

C. Observation model
The received signal is sampled by an analog-to-digital

converter (ADC) operating at a sampling frequency Fs, with
sampling period Ts. We consider an observation window of
duration Ti, leading to a total of K = ⌊Ti/Ts⌋ samples. This
yields to the following discrete-time signal model

Y = A(θ,ϕ)S +N ∈ CL×K , (10)

where Y =
[
y(Ts), · · · ,y(KTs)

]
∈ CL×K gathers all the

snapshots, S =
[
s(Ts), · · · , s(KTs)

]
∈ CP×K gathers

the baseband signals, and N =
[
n(Ts), · · · ,n(KTs)

]
∈

CL×K denotes the noise samples.

III. ARRAY PROCESSING TECHNIQUES

Array processing provides an additional (spatial) dimension
allowing to perform two main tasks: DOA estimation and
spatial filtering (beamforming).

A. DOA estimation
One of the most famous methods for DOA estimation is

the MUltiple SIgnal Classification (MUSIC) algorithm [8].
MUSIC is a subspace-based technique that exploits the eigen-
vectors of the snapshot covariance matrix Ry in the case of
uncorrelated centered sources to separate the signal and noise
subspaces. In that case, the covariance matrix is expressed
as in (9) and the key idea is that the steering vectors of
the incoming signals lie in the signal subspace Us, which is
orthogonal to the noise subspace Un. By scanning all possible
directions and computing a pseudo-spectrum function, MUSIC
identifies peaks corresponding to the true signal directions. The
MUSIC pseudo-spectrum is defined as:

PMUSIC(θ, ϕ) =
1

aH(θ, ϕ)UnUH
n a(θ, ϕ)

. (11)

In practice, the covariance matrix Ry is unknown and must
be estimated from the data, and the corresponding subspaces
Ûs and Ûn are obtained with an eigenvalue decomposition. A
natural choice is to resort to the sample covariance matrix

R̂y ≜
1

K

K∑
k=1

y(kTs)y(kTs)
H =

1

K
Y Y H . (12)



In our case, the snapshots lies in a 4D space and therefore
P cannot exceed 4, which is not the case due to all the GNSS
signals. To simplify, we will consider that the interfering signal
has higher power than the GNSS signals, and therefore take
P = 1 and estimate a single DOA assumed to be the interferer.
Indeed, in the GNSS context, although multiple GNSS signals
are simultaneously received by the antenna array, their spread-
spectrum structure (based on PRN codes) and their power
being typically below the noise floor cause them to appear
as background noise from the perspective of array processing
algorithms such as MUSIC. The use of the sample covariance
matrix could increase this power due to the autocorrelation
properties of GNSS signals, but we have remarked in our
experiments that taking into account or not this correlation
did not change the output of the DOA estimation.

B. Beamforming

Among spatial filtering techniques, beamforming provides
an effective way to enhance signals from desired directions
while suppressing interferences such as jamming. Beamform-
ing operates by applying spatial weights w to the observations
Y , resulting in an output signal

yBF = wHY . (13)

In conventional beamforming (CBF), the weights are
aligned with the steering vector w = a(θ0, ϕ0) to enhance
the reception in the desired direction (θ0, ϕ0). However, this
method does not try to attenuate other signals. Adaptive beam-
formers, such as the Minimum Power Distortionless Response
(MPDR) [7, Chap. 6.2.4], allow to point in a direction while
attenuating others. The MPDR minimizes the output power
while preserving the signal arriving from the specific direction.
The MPDR weights are obtained by solving the following
constrained optimization problem:

wMPDR = argmin
w

E
[∣∣wHy(t)

∣∣2] = wHRyw (14)

s.t wHa(θ0, ϕ0) = 1, (15)

leading to

wMPDR =
R−1

y a(θ0, ϕ0)

aH(θ0, ϕ0)R
−1
y a(θ0, ϕ0)

. (16)

By leveraging the spatial information encapsulated in Ry ,
the MPDR automatically place nulls in the directions of the
interference sources while preserving gain in the direction of
interest. Once again, this matrix is not known in practice and
we use the sample covariance matrix.

C. Proposed approaches

The jamming power has been observed to be increasing
with respect to time in that experiment. We propose two
approaches. The first one is offline and estimates the DOA
of the interference using MUSIC on the last samples of data,
where it is the most powerful. This estimated DOA is then
used to implement an MPDR beamformer in the corresponding
direction. This filtered data is expected to help us detect when

the interference begins. Then, we propose an online method,
that performs MUSIC in a continuous fashion to estimate
the interference DOA with respect to time. In parallel, we
implement an MPDR towards the zenith (ϕ0 = π

2 ). This is the
most natural direction to look at as the array is horizontal. The
filtered data are then fed to a GNSS engine2 to compute PVT
under various configurations, and are also used to perform
detection of the interfering signal.

IV. RESULTS

A. Offline proposition
We use the last 5 seconds of data to perform MUSIC

iteratively on θ and ϕ with a refined grid on the second
iteration to estimate the interference DOA. Results are visible
in Fig. 2.

Fig. 2: MUSIC spectra for ϕ and θ.

The corresponding estimated DOA is then ϕ = 30.1◦,
θ = 131.5◦. We acknowledge that a 30◦ elevation value is too
high. Our best explanation is that the array lacks calibration
and therefore the expression of the steering vector (5) is not
realistic. Another explanation would be the the non-respect
of the condition d ≤ λc

2 and/or the presence of more than
4 sources lead to aliasing in the spectrum. Although the
angle estimation is not correct, the corresponding interference
subspace does not depend on this estimate and this should not
affect the detection and the online method proposed in the
next section.

Next, we use this estimated DOA (and interference sub-
space) to steer the array toward the interference and detect
when it starts. To do so, we split the data into 1 s non
overlapping windows and implement an MPDR beamformer
on them. Then, we look at the power of the filtered observa-
tions, i.e.,

∑
t∈window |wH

MPDRy(t)|2. We compare this statistic
to the norm of the non filtered signals

∑
t∈window ∥Y (t)∥22 to

appreciate the benefits of the beamforming. The results are
depicted in Figs 3 and 4. We clearly see the effects of the
jammer on the two plots. However, it seems clearer on the
right plot (after MPDR) that jamming starts at 106 s. Note
that we also notice a small peak around 18 s.

2https://gnss-sdr.org/



Fig. 3: Comparison of signal power at input and output of the
offline MPDR.

Fig. 4: Comparison of signal power at input and output of the
offline MPDR (zoomed).

B. Online

Now, we use an MPDR steer toward the zenith of the array.
We are again able to plot the output power versus time to try
to detect the jamming. The results are shown in Fig. 5. We
can see that detection appears later now (around 125 s) and
there are no advantage compared to the input power.

Nevertheless, the MPDR allows us to filter the data before
feeding them to a PVT engine. We compare the ECEF
positions using GPS L1 C/A signals of the single antennas
and the ones obtained with the filtered observations in Fig.
6. As observed in this figure, the position determined by the
MPDR method exhibits the greatest stability. The solutions
computed for each individual antenna are interrupted at some
point after the start of the interference. On the other hand, the
solution using the MPDR technique continues to be available
after the start of the interference without being disturbed by
it: the mean and standard deviation of the estimated position
remain the same as before the interference. This results shows
that the MPDR is able to mitigate well the jammer without
any prior information about it.

A similar result is observed in Fig. 7 where we added
comparison to Galileo E1B and the GPS+Galileo solution.

Fig. 5: Comparison of signal power at input and output of the
online MPDR (zoomed).

Fig. 6: Comparison of (x, y, z) coordinates in ECEF frame
with and without beamforming.

The greatest stability is achieved through the use of multi-
constellation systems, although GPS and Galileo individually
yield accurate results. The PVT positions for this solution are
presented in Fig. 8 where the mean latitude for GPS+Galileo
is 69◦16′32”, longitude is 15◦58′84”, and height is 43.23 m.

On an other hand, we also apply MUSIC all along the
experiment. We chose to fix ϕ = 0 in the spectrum evaluation
to focus on the azimuth of the interference. We obtain the
spectrogram depicted in Fig. 9 and the corresponding estimates
are plotted in Fig. 10. The estimate converges to the one of
the offline method. We have low confidence on these estimated
for the same reasons mentioned in the offline results.

V. CONCLUSION

In this study, we analyzed a dataset comprising GNSS signal
samples that were subjected to interference from a noise-like
jammer with increasing power over time. We proposed various
approaches based on array processing techniques to meet the
objectives of this challenge. Specifically, we introduced two
methods: an “offline” approach, where we examined specific
segments of the dataset to extract relevant information, and an
“online” approach, where we applied an MPDR beamformer
toward the azimuth of the local frame of the antennas.



Fig. 7: Comparison of (x, y, z) coordinates in ECEF frame
with beamforming for multiple constellation.

Fig. 8: PVT of the GPS+Galileo and MPDR solution (Google
Earth).

Through our analysis, we successfully detected the onset of
jamming around 106 seconds, marked by an increase in power.
Additionally, we estimated the DOA of the jammer using the
MUSIC algorithm, yielding the coordinates ϕ = 30.1◦ and
θ = 131.5◦. Finally, we effectively mitigated the jammer by
applying the MPDR beamformer to the azimuth of the local
frame of the antennas.

All the objectives were accomplished using fundamental
array processing techniques. However, there are avenues for
further improvements. For instance, the knowledge of the emit-
ted signals (PRN codes) or the knowledge of the known GNSS
emitter solutions could be used to develop other beamformers
taking into account these informations.
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