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A Probabilistic Framework for

Non-ergodic Signals



Time-based estimation under non-ergodicity
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Time-based estimation under non-ergodicity

Continuous wave (CW)
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Time-based estimation under non-ergodicity

Continuous wave (CW)
y(t,w1) = x(t,w1) + s(t,w1)
! . Patomllan )

Ergodicity

Ergodicity allows the
statistical properties of a
signal to be inferred from a
single realization, wy, observed
over a time interval /;.
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Proposed framework (1/2)
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Proposed framework (1/2)
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Proposed framework (1/2)
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Proposed framework (2/2)

Measure Theory Framework: Consider the time interval as a probability space, with the
observed signal represented as a random variable over the total event space:

® Time Probability Space: Captures the signal realization over time
®* Random Probability Space: Captures the randomness of the observed signal.
® Total Probability Space: Combines the time and random realizations of the signal.

Measure Theory Framework
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Proposed framework (2/2)

Measure Theory Framework: Consider the time interval as a probability space, with the
observed signal represented as a random variable over the total event space:

® Time Probability Space: Captures the signal realization over time
®* Random Probability Space: Captures the randomness of the observed signal.
® Total Probability Space: Combines the time and random realizations of the signal.

Measure Theory Framework

v Probability theory enables formal definitions of power, distribution, and independence
within each probability space.

v' Provides a basis for defining properties such as ergodicity and stationarity.
V" Facilitates the analysis of classical signals (e.g., Markov processes, CW, multiple CWs).
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What is GNSS spoofing?




Context
[ Jelele]e}

What is GNSS spoofing?

Definition

GNSS like signal capable of deceiving a receiver
and inducing erroneous Position, Velocity, and
Time (PVT) solutions.
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What is GNSS spoofing?

Definition
GNSS like signal capable of deceiving a receiver
and inducing erroneous Position, Velocity, and
Time (PVT) solutions.

m!,ll s
o %, pond »

§
&N

\‘% Recorded spoofing events on aircraft receivers (06/11/2025)
Q_ - 9 https://spoofing.skai-data-services.com/
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Which stages of GNSS receivers

are affected by spoofing?



Antenna

TRE RF IR Navigation
Front-End Navigation processing
Measurement,
[message eneration
decoding &
® Automatic Gain Control (AGC) !
® Signal prior to correlation (power,
distribution) !
E
REPUBLIQUE
FRANCAISE

LEmile Ghizzo et al. “Assessing jamming and spoofing impacts on GNSS receivers: Automatic gain control (AGC)". In: Signal Processing 228 (2025), p. 109762
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® C/Ny, power *

e Signal post-correlation 2 #

® Synchronization estimates 3

2Mathieu Hussong et al. “Impact of Meaconers on Aircraft GNSS Receivers During Approaches”

Navigation
processing

. In: Proc. ION GNSS+ 2023. Sept. 2023, pp. 856-880

3Emile Ghizzo et al. “Assessing Spoofer Impact on GNSS Receivers: Tracking Loops”. In: NAVIGATION: Journal of the Institute of Navigation 72.4 (2025)
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4Emile Ghizzo, Julien Lesouple, and Carl Milner. “Assessing jamming and spoofing impacts on GNSS receivers: Carrier-to-Noise density Ratio”. In: Signal Processing (2025)
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Which stages of GNSS receivers are affected by spoofing?

Antenna
TR RF IR Navigation
Front-End Navigation processing
message Measurement,
deco di%xg generation
® Automatic Gain Control (AGC) ® Signal post-correlation ® Pseudoranges ®
® Signal prior to correlation (power, ® Synchronization estimates ® Position °
® Residuals

® C/Ny, power
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distribution)

5 Mathieu Hussong et al. “GNSS performance degradation under meaconing in civil aviation: pseudorange and position models”. In: GPS Solutions 29.3 (2025), p. 93
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Objectives

Characterize the impact of spoofing on GNSS receiver signal processing, both before and after
correlation.
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® Introduced a measure-theoretic framework to study time-based estimation under
non-ergodic conditions.
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Context

[e]e] le]e}

Objectives

Characterize the impact of spoofing on GNSS receiver signal processing, both before and after
correlation.

Contributions

® Introduced a measure-theoretic framework to study time-based estimation under
non-ergodic conditions.

® Derived theoretical models to predict spoofing impact both before correlation and
after correlation.

® |dentified specific spoofing situations where GNSS receivers exhibit harmful distortions,
including tracking loop chaotic behaviors (e.g., high oscillations, bifurcations) and
significant C/Ny degradation.
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@ Context

@ Received signal model under spoofing
©® Impact of spoofing before correlation
@ Impact of spoofing after correlation
@ Experimentation

@® Conclusion

REPUBLIQUE
FRANCAISE

Emile Ghizzo - ENAC r Signal Processing under Spoofing



Context
[e]e]e]e] }

Outline

@ Context
@ Received signal model under spoofing
© Impact of spoofing before correlation

@ Impact of spoofing after correlation
Correlator output
Tracking loops
C/Ng

@ Experimentation

@ Conclusion
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@ Received signal model under spoofing
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Received signal
oe

Received signal model

rre(t) = \/@s,-(t — i) ) =0

si(t): GNSS signal of the it satellite (Navigation message and spreading signal)
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si(t): GNSS signal of the it satellite (Navigation message and spreading signal)

71, 0.: Authentic signal code and carrier delay (Doppler modeled by their variation)
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Spoofing dynamic

si(t): GNSS signal of the it satellite (Navigation message and spreading signal)
71, 0.: Authentic signal code and carrier delay (Doppler modeled by their variation)

7!, 0l: Spoofing signal code and carrier delay (Doppler modeled by their variation)
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Received signal

Received signal model

l l Re-radiated AWGN

R =RY | D J?t) si(e - 7i(e) ) O
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Spoofing dynamic

si(t): GNSS signal of the it satellite (Navigation message and spreading signal)
71, 0.: Authentic signal code and carrier delay (Doppler modeled by their variation)

7!, 0l: Spoofing signal code and carrier delay (Doppler modeled by their variation)
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Impact of spoofing on the RFFE

® Characterize the signal at RFFE output

® Characterize the AGC dynamic response
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Impact of spoofing on the RFFE

BPF LNA Mixer BPF

VGA
® Characterize the signal at RFFE output

Freq. synth ® Characterize the AGC dynamic response
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Impact of spoofing on the RFFE

BPF LNA Mixer BPF

VGA
D D e Objectives
ADC t—

® Characterize the signal at RFFE output

Freq. synth ® Characterize the AGC dynamic response
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Impact of spoofing on the RFFE
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- Objectives

® Characterize the signal at RFFE output
—| Detector ® Characterize the AGC dynamic response
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Impact of spoofing on the RFFE

Tin

- Objectives

® Characterize the signal at RFFE output
A—i Detector ® Characterize the AGC dynamic response

201log;,

Two Types of Detectors:!

® Power-based: Computed from the
time-domain power over the estimation
time It'

e Distribution-based: Computed from the
time-domain distribution over /;.

1 Juan Pablo Alegre Pérez, Santiago Celma Pueyo, and Belén Calvo Lépez. Automatic Gain Control. Springer, 2011
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Impact of spoofing on the RFFE

Tin

® Characterize the signal at RFFE output

® Characterize the AGC dynamic response

AGC dynamic model: Two Types of Detectors:!

VGA gain ® Power-based: Computed from the
time-domain power over the estimation
gls) = ——— ( Vief(5) — Vin(s) ) time /,.

¢ Distribution-based: Computed from the
Vout(s) = &(S) + vin(s) time-domain distribution over /;.

1 Juan Pablo Alegre Pérez, Santiago Celma Pueyo, and Belén Calvo Lépez. Automatic Gain Control. Springer, 2011
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AGC dynamic model:

VGA gain
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RO )

Low-pass filter
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® Characterize the signal at RFFE output

® Characterize the AGC dynamic response
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® Power-based: Computed from the
time-domain power over the estimation
time It'

¢ Distribution-based: Computed from the
time-domain distribution over /;.
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Impact of spoofing on the RFFE

Tin

‘—‘ Detector

AGC dynamic model:

VGA gain Input signal level
| F(s)
8(s) = ——— ( Veer(s) — vin(s)
1+ F(s) ( ‘ )
Low-pass filter

Vout(s) = g(S) + Vin(s)

® Characterize the signal at RFFE output

® Characterize the AGC dynamic response

Two Types of Detectors:!

® Power-based: Computed from the
time-domain power over the estimation
time It'

¢ Distribution-based: Computed from the
time-domain distribution over /;.

1 Juan Pablo Alegre Pérez, Santiago Celma Pueyo, and Belén Calvo Lépez. Automatic Gain Control. Springer, 2011
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Pre-correlator
00@000

Spoofing impact on signal level

Signal Level v

Describes the strength of the signal r. It can be defined through the signal power or its
distribution within the estimation interval /;, depending on the type of detector.
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Spoofing impact on signal level

Signal Level v

Describes the strength of the signal r. It can be defined through the signal power or its
distribution within the estimation interval /;, depending on the type of detector.

Spoofing signal model:

M
r(t) = Z 3s,m Sm (t — Tsm ) cos (271' fn t+ O )
m=1
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Signal parameters (constant over /¢)
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Spoofing impact on signal level

Signal Level v

Describes the strength of the signal r. It can be defined through the signal power or its
distribution within the estimation interval /;, depending on the type of detector.

Spoofing signal model:

Number of GNSS signals Signal parameters (constant over /¢)

| |

M
r(t) = Z Bk |G (t o 7 i ) cos (271' fm t+ Om )
m=1
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Spoofing impact on signal level

Signal Level v

Describes the strength of the signal r. It can be defined through the signal power or its
distribution within the estimation interval /;, depending on the type of detector.

Spoofing signal model:

Number of GNSS signals Signal parameters (constant over /¢)

| |

M
r(t) = Z Bk |G (t o 7 i ) cos (271' fm t+ Om )
m=1

Results

The input signal level v, (and, consequently, the AGC) can be determined by computing its
power and distribution.
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000e00

Individual PRN spoofing signal (M = 1)

Results

The individual PRN signal is shown to be equivalent to a weighted continuous wave (CW),
modeled through the proposed measure theory framework.

Signal time evolution:
1.0

Spoofing signal

-1.0 T T T T T
0.0002 0.0003 0.000205 0.000210 0.000215
Time (s) Time (s)
(a) BPSK (b) CBOC
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Individual PRN spoofing signal (M = 1)

Results

The individual PRN signal is shown to be equivalent to a weighted continuous wave (CW),
modeled through the proposed measure theory framework.

Signal time evolution:

Simulation Model
1.0 5 3
= 05 41
gl) 2 -
‘@ ~ 31
2 00 <
= <
8 2 -
=9 14
@ —0.5
14
-1.0 r r T T T 0- 0-
0.0002 0.0003 0.000205 0.000210 0.000215 1 0 1 1 0 1
Time (s) Time (s) Signal values r Signal values r
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Individual PRN spoofing signal (M = 1)

Results

The individual PRN signal is shown to be equivalent to a weighted continuous wave (CW),
modeled through the proposed measure theory framework.

— Histmodel %X Hist.sim.
- 7,=005 WEE T,=0.1 T,=02 WEE T,=033 Simulation Model
--- Powermodel A Powersim. 5] 3
0.0
4 4
-25 24
=7
-5.0 I )
a 14
g =15 14
g -100 0- 0-
-1 0 1 -1 0 1
-125 Signal values r Signal values r
150 (a) BPSK (b) CBOC
175 S/N: Spoofing-to-Noise power ratio
-10 =5 10 15
SIN (dB)
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Multiple PRN Spoofing Signal (M > 1)

Signal distribution (M=2):

Simulation Model
Results
] ] ] 1.00
® Equivalent to multiple weighted CWs. ‘
0.75
<050 - |
0.00 - : |
-2 0 2
Signal values r Signal values r
(a) BPSK (b) CBOC
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Multiple PRN Spoofing Signal (M > 1)

Signal distribution (M=2):

Simulation

Model

1.00
® Equivalent to multiple weighted CWs. ,
0.75 1
® Distribution depends on the relative S
amplitudes between CWs. = 0501 |
025
il 116§

-2 0 2
Signal values r Signal values r

(a) BPSK (b) CBOC
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Pre-correlator
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Multiple PRN Spoofing Signal (M > 1)

—— Hist. model X Hist. sim.
N 7,=005 W 7,=0.1 m 7,=02 Hl 7,=033
=== Power model A Power sim.
ol
Results 5
® Equivalent to multiple weighted CWs. 4
® Distribution depends on the relative e
. @
amplitudes between CWs. N
8 101
<
]
4
61
10 5 0 5 10 is
SIN (dB)

13/
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Pre-correlator
000080

Multiple PRN Spoofing Signal (M > 1)

Signal distribution (M=5):

[0 Simulation Model == CLT
-
0.5 1
® Equivalent to multiple weighted CWs. 04 -
® Distribution depends on the relative 03 4
amplitudes between CWs. .
® The signal converges toward a normal
distribution as M — +oo (Central Limit

Theorem, CLT). - 0 2 22 0 2
Signal values r Signal values r
(a) BPSK (b) CBOC

REPUBLIQUE
FRANCAISE
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Pre-correlator

[e]e]e]e]o] }

Conclusion on spoofing impact before correlation

Spoofing Impact Before Correlation

The AGC dynamic response can be characterized through the input signal level (and
thus signal power and distribution).

The spoofing impact can be modeled as weighted continuous waves (CWs), analyzed
similarly to a jammer:

® M = 1: Equivalent to a single weighted CW.
® M > 1: Equivalent to multiple weighted CWs.

® M — oo: Converges toward a normal distribution.

Spoofing acts as a multiple weighted CW jammer for the AGC, starting to impact
AGC values for S/N > —5dB.

LEmile Ghizzo et al. "Assessing jamming and spoofing impacts on GNSS receivers: Automatic gain control (AGC)". In: Signal Processing 228 (2025), p. 109762
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Post-correlator
[ ]

Outline

@ Impact of spoofing after correlation
Correlator output
Tracking loops
C/Ny

REPUBLIQUE
FRANCAISE

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 15 / 51



Post-correlator
[ Jelele]e}

Outline

@ Impact of spoofing after correlation
Correlator output

REPUBLIQUE
FRANCAISE
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Correlator model under spoofing (1/2)

(k+1) T;
/\(n):% [ @ e ryew (<2ntlhe+ £)-5(6 T ) de. o= [ro. A"
I k.,_l
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Correlator model under spoofing (1/2)

(k+1) T3
/\(n):% / e(t) ¢ (t- 7 exp (~2jmt(fie + £) —j(0 — T £))de, V= [r.0.A]"
I k.,_l
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Correlator model under spoofing (1/2)

(k+1) T3

/ e(t) ¢ (t- 7 exp (~2jmt(fie + £) —j(0 — T £))de, V= [r.0.A]"

1
/\(77):?
I kTi

Integration time
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Correlator model under spoofing (1/2)

(k+1) T3
A(n)=; [ @ c e myew (<2mtlhe + £) - 58~ T ) dr. V= (6.7

kT
Received signal
Integration time
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Correlator model under spoofing (1/2)

(k+1) T3
/\(n)=; [ @ c e myew (<2mtlhe + £) - 58~ T ) dr. V= (6.7

kT
Received signal
Integration time

re(t)=| D> r(tnl) + Y rd(tnl) | exp(2mfie +j0F) + na(t) + ns(t)
i€ M, i€ Ms
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Correlator model under spoofing (1/2)

+
1
A( :—/ r||:(tc T)exp(—2j7rt(f||:+ f)—j(9—7rTif))dt, v = [r,0, f]T
T;
kT;

Received signal
Integration time

ne(t)=| D> rA(tnl) + Y rd(tnl) | exp(2mfie +j6F) + na(t) + ns(t)
i€ M, i€ Ms

set o authncc s |
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Correlator model under spoofing (1/2)

+
A= —— / r||:(t) et (t= 7 ) exp (2t + £) —j(0 T £))dt, Vo =[r.0.A]7
T;
kT;

Received signal
Integration time

re(t)=| D> rA(tnl) + Y rd(tnl) | exp(2mfie +j6F) + na(t) + ns(t)
i€ M, i€ Ms

Set of spoofing PRNs

Spoofing signals
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Correlator model under spoofing (1/2)

+
An)=—— / r||:(t) et (t= 7 ) exp (2t + £) —j(0 T £))dt, Vo =[r.0.A]7
T;
kT;

Received signal
Integration time

ne(t)= | Do A(enl) + > d(tnd) | e (2nfie +j0F) + ma(t) + ()

i€ M, i€ Ms
Nominal AWGN

Set of spoofing PRNs

Spoofing signals
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Correlator model under spoofing (1/2)

+
An)=—— / r||:(t) et (t= 7 ) exp (2t + £) —j(0 T £))dt, Vo =[r.0.A]7
T;
kT;

f‘ Received signal
Integration time
Spoofing signals
Re-radiated AWGN

ne(t)= | Do A(enl) + > ’(tnl) | e (2nfie +j0F) + ma(t) + ns(t)

i€ M, i€ Ms
Nominal AWGN

Set of spoofing PRNs
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Correlator model under spoofing (1/2)

+
An)=—— / r||:(t) et (t= 7 ) exp (2t + £) —j(0 T £))dt, Vo =[r.0.A]7
T;
kT;

f‘ Received signal
Integration time
Spoofing signals
Total AWGN

ne(t)=| > rA(tnl) + > rd(t,nl) | exp(2jmfie +j6) + n(t)
i€ M, i€ Ms

Set of spoofing PRNs

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 17 / 51



Correlator model under spoofing (1/2)

(k+1) T3
/\(n)=; [ @ c e myew (<2mtlhe + £) - 58~ T ) dr. V= (6.7

kT
Received signal
Integration time

Spoofing signal

—l 17 Total AWGN

ne(t) = | n(tma) + n(tns) + Y ri(t)+ Y rl(t)| exp (2jmfie + o) + n(t)
i€ A, i€ X
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Correlator model under spoofing (1/2)

;_i / ne(t) c*(t— 7 )exp (—2j7rt(f|F + f)—j(0 —7T, f )) dt, Vn=[r,0,f]

kT
Received signal
Integration time

Spoofing signal Total AWGN

ne(t) = {ra(tana) + r(t,ms) + X(t)}exp(2j7rf||: +j0) + n(t)

ES———

x(t) is shown as a Gaussian random variable (CLT)
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Correlator model under spoofing (2/2)

ANm,ma,ms) = Na(ma —m) + A(ns—m) + A + A,
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Correlator model under spoofing (2/2)

3
AN Masms) = Na(ma —m) + As(ms—m) + Ay + A,

® Authentic peak:
Aa(ma—m) = VG dk (- (Ta—T) (e (f—1) o (62—0)
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Post-correlator
[e]e] le]e}

Correlator model under spoofing (2/2)

2
ANmmasms) = Na(ma—m) + As(ms —m) + Ay + A,

Spoofing peak

® Authentic peak: @) ¢r - ®) ¢r
/\a(’r;a—fr,) = 4/ Ca dk CT(Ta_T) Cf(é_f) ej(ea—g) ::;7 —— B=8MHz o4
® Spoofing peak: 05 06
As(ns_rl) =V G dx CT(TS_T) Cf(f;_ f) ej(6570) :Z 029
"1 Ar(c;“)‘ps) ; *2‘0!) *I‘OU L/(!“!‘IZ) I!‘!O Z(‘!O
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Post-correlator
[e]e] le]e}

Correlator model under spoofing (2/2)

2
ANmmasms) = Na(ma—m) + As(ms —m) + Ay + A,

ooingpek | @¢r ® cr

® Authentic peak:

1.04

Aa(Ma—1) = VG, di & (Ta—7) Gr(fa—F) 000 ] e
® Spoofing peak: os 06
Ns(ns—n) = VG di G (ra—7) Gr(h—F) 0700 "]
-1 ":(C;"ms) 1 ~200 100 1,(‘:47) 100 200

Authentic and spoofing dynamics:

na:[ra,ea, f;,}T andnS:[Ts,Qs,fsr
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Post-correlator
[e]e] le]e}

Correlator model under spoofing (2/2)

2
ANmmasms) = Na(ma—m) + As(ms —m) + Ay + A,

ooingpek | @¢r ® cr

® Authentic peak:

: 12 —— Infinite bandwidth | 10
/\a(na_n) =V Ca dk CT(TE!_T) Cf(f;)_f) 61(9379) 1o — BeSMiz 08
® Spoofing peak: 0 061
0.4
_ H 9 _9 0.6 4
/\5(775—17) = v Gdk CT(TS_T) Cf(fs_f) ) 0s ] 021
021 007
004 02
-1 0 1 =200 -100 0 100 200
£ (chips) £ (Hz)
Authentic and spoofing dynamics:
Spoofing delay Spoofing frequency
T

T
na:{Taaeaaf;} andns:[757es>fs}
Spoofing phase
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Post-correlator
[e]e] le]e}

Correlator model under spoofing (2/2)

AWGN contribution

ANmmasms) = Na(ma—m) + As(ns —m) + Ay + A,

ooingpek | @¢r ® cr

® Authentic peak:

: 12 —— Infinite bandwidth | 10
/\a(na_n) =V Ca dk CT(TE!_T) Cf(f;)_f) 61(9379) 1o — BeSMiz 08
® Spoofing peak: 0 061
0.4
_ H 9 _9 0.6 4
/\5(775—17) = v Gdk CT(TS_T) Cf(fs_f) ) 0s ] 021
021 007
004 02
-1 0 1 =200 -100 0 100 200
£ (chips) £ (Hz)
Authentic and spoofing dynamics:
Spoofing delay Spoofing frequency
T

T
na:{Taaeaaf;} andns:[757es>fs}
Spoofing phase
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Post-correlator
[e]e] le]e}

Correlator model under spoofing (2/2)

R
/\(nvnaans) = /\a("]a - 7]) + /\5(7’]5 = T]) + A

Spoofing peak o ¢

® Authentic peak:

M=) = VG dh G- Gr(f=F) 0 T
® Spoofing peak: 034 ¢
As(ms—n) = VG di G (ro=7) Gr(E—F) =0 -
® Random contribution: 02 001
Ae = Ay + Ay (Ac ~CN (0, Py, + P,)) M= e T e W
Authentic and spoofing dynamics: - "
Spoofing delay Spo;ﬁng frequency

T
na:{Taaeaaf;} andns:[757es>fs}
Spoofing phase
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Relative dynamic

2
A(”L Na, ns):Aa(T]a _77)+As(ns _77)+A§

Spoofing dynamic

u u
0 0
na 7]5 REPUBLIQUE

FRANGAISE
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Post-correlator
[e]e]e] o}

Relative dynamic
Relative dynamic

- 3
ANm, ma, Av ) =N(ma —m)+ VAgAa(ma —m+ An )+ A

Relative dynamic:
Relative delay Relative phase
12 ¥ T
An =1 —n, = [AT, A0, Af
Relative frequency

Ma s
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Post-correlator
[e]e]e] o}

Relative dynamic
Relative dynamic

- 3
ANm, ma, Av ) =N(ma —m)+ VAgAa(ma —m+ An )+ A

Relative dynamic:
Relative delay Relative phase
12 ¥ T
An =1 —n, = [AT, A0, Af
Relative frequency

".la Ta + An
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Post-correlator
[e]e]e] o}

Relative dynamic
Relative dynamic

- 3
ANm, ma, Av ) =N(ma —m)+ VAgAa(ma —m+ An )+ A

Relative dynamic:
Relative delay Relative phase
12 ¥ T
An =1 —n, = [AT, A0, Af
Relative frequency

".la Ta + An
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Post-correlator
[e]e]e] o}

Relative dynamic
Relative dynamic

- 3
Nm, ma, Av ) =N(ma —m)+ VAgA(ma —m+ An )+ A

Relative power

Relative dynamic:

Relative delay Relative phase
v N T
An=n,—m,=|Ar, A, AF
Relative frequency

Relative parameters:

Relative power

sy
Av = [AnT, Ag} with Ag = C./C,
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Post-correlator
[e]e]ee] }

Classification

Spoofing peak

R 4 R Z vy
/\(77777a, AV) = Aa(na - 77) =+ AS(na -n, AV) + A

REPUBLIQUE
FRANCAISE
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Post-correlator

Classification
Spoofing peak
2 % 12
/\(77777a, AV) = Aa(na - 77) + AS(TIa -, AV) + Ac
Nominal

AN = A, + AL
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Post-correlator

Classification
Spoofing peak
- 3 % ¥
/\(77777a, AV) = Aa(na - 77) + AS(na -n, AV) + A<

T

Nominal Induced-jamming

AN = A, 4+ AL A = A, + A

REPUBLIQUE
FRANCAISE
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Post-correlator
[e]e]ee] }

Classification

Spoofing peak

R 4 R Z vy
/\(77777a, AV) = Aa(na - 77) =+ AS(na -n, AV) + A

T

Nominal Induced-jamming Induced-spoofing

AN = A, + A A = A, + A N = As + A

REPUBLIQUE
FRANCAISE
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Post-correlator
[e]e]ee] }

Classification

Spoofing peak

R 4 R Z vy
/\(77777a, AV) = Aa(na - 77) =+ AS(na -n, AV) + A

P
e/ \u /\‘
L) /\...

el

Nominal Induced-jamming Induced-spoofing Induced-multipath
AN = A, + AL A = A, + A AS = Ay + Ao AM = A, + A+ A
AT

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 20 / 51



Post-correlator
®0000000000

Outline

@ Impact of spoofing after correlation

Tracking loops

REPUBLIQUE
FRANCAISE
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Post-correlat:
0®000000000
A
1&D =
L—> Jode _
|_Ae Code Code ot Code
1&D delay Filter psc\uinrm‘\go
—>| discriminator Her computation
AL
Carrier N
L, phase Phase 36 atation
ase . computation
I Filter
dls(',rlmmutnr and
data demodulation
o=
+
=
S
ot =7) Code Code
generat NCO
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Post-correlator
000000000
Mo
1&D
1 L’ Code Code | i
1&D delay > L —
’—) discriminator
%D AL
Carrier phase | 5
L phase  [——f P o>
discriminator Her

REPUBLIQUE
FRANGAISE
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Post-correlator
O@000000000

Tracking loops model

7(2)

z—1

= ﬁﬂ F+(z) D7 (na(z) — 1(2), Av(z))

Code

Code

Filter
discriminator

l%}

Phase o0
Filter

discriminator

delay > [

Code

rator

(DLL)

REPUBLIQUE
FRANCAISE
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Post-correlator
O@000000000

Tracking loops model

7(2) = 751 [1F+(2) Dr (1a(2) = 71(2), Av(2))

0(2) = 2 T Fl2) Dy (s(2) — (), Av(2))

iy
1&D

@ Ty —

L “ode
.
’—> discriminator

Emile Ghizzo - ENAC
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(DLL)

(PLL)
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Post-correlator
O@000000000

Tracking loops model

7(2) + 80(2) = 1= =7 Ti F+(2) Dr (na(2) — 71(2), Av(2))

0(2) = 2 T Fl2) Dy (s(2) — (), Av(2))

L “ode
.
’—> discriminator

Filter
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(PLL)
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Post-correlator
O@000000000

Tracking loops model

N 271
#z) +8 0(z) = =T Fr(2) Dr (ma(2)— A(z) , Br(2) ) (DLL)
0(z) = =T Fo(2) Dy (ma(2)— (2) , Av(z) ) (PLL)
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Tracking loops model

State vector

#z) + 8 02) = T Fo(2) Dr (ma(2)— 0(2), Av(2) ) (DLL)
0(z) = =T Fo(z) Dy (m(2)— (2), Av(z) ) (PLL)
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Tracking loops model

State vector

#z) +50z) = =T F.(2) Dr (na(2) = A(z), br(z2) ) (DLL)
0(z) = =T () Dy (ma(2)— (2), Av(z) ) (PLL)

Loop filter
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Tracking loops model

State vector

| ! . |

2 A 4 2
#z) +80z) = =T F-(2) D, (ni(2) - @), br(2) ) (DLL)
-1
N V4 A
6(z) = == T Fo(2) Do (ma(2) = [A(2) . Lw(2) ) (PLL)
REPUBLIQUE
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Post-correlator
O@000000000

Tracking loops model

State vector Relative dynamic

| ! . |

2 A 4 2
#z) +810z) = == T F-(2) D. (na(2) - A(z), Br(2) ) (DLL)
-1
N V4 A
6(z) = == T Fo(2) Do (ma(2)—[0(2) . Aw(2) ) (PLL)
REPUBLIQUE
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Post-correlator
O@000000000

Tracking loops model

State vector Relative dynamic

| ! o |

#z) +810z) = == T F-(2) D. (na(2) - A(z), Br(2) ) (DLL)
0(z) = =T Fo(z) Dy (ma(2)— 2), Aw(z) ) (PLL)

Low-pass filter T Discriminator

Dynamic approach:

® Characterize the dynamic behavior under spoofing through the analysis of the closed-loop
model.

® Account for the interconnection between DLL and PLL, incorporating all dynamic aspects
(e.g., filter and feedback architecture).

® Propose an analysis of linearity, Stable Equilibria (SE), and stochastic behavior for
each spoofing-induced situation.
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Post-correlator
0O0@00000000

Linearity
Definition: State variable (;3 and its derivatives appear linearly. A linear system satisfies
additivity and homogeneity and can be analyzed though tranfer function tools.!

1Floyd M Gardner. Phaselock Techniques. John Wiley & Sons, 2005
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Post-correlator
0O0@00000000

Linearity
Definition: State variable (;3 and its derivatives appear linearly. A linear system satisfies
additivity and homogeneity and can be analyzed though tranfer function tools.!

State vector

! -1 ]

#z) +80z) = 2= T F-(2) . (na(2) - [Az), Br(2) ) (DLL)
0(z) = =T Fi(z) Dy (ma(2)— (2), Aw(z) ) (PLL)

Low-pass filter T T Discriminator

1Floyd M Gardner. Phaselock Techniques. John Wiley & Sons, 2005
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Post-correlator
0O0@00000000

Linearity
Definition: State variable (;3 and its derivatives appear linearly. A linear system satisfies
additivity and homogeneity and can be analyzed though tranfer function tools.!

State vector

i — ]
#z) +80z) = 2= T F-(2) . (na(2) - [Az), Br(2) ) (DLL)
0(z) = =T Fi(z) Dy (ma(2)— (2), Aw(z) ) (PLL)

Low-pass filter T T Discriminator
Results

v/ Maintains its linearity assumption under induced jamming and spoofing situations (near
SE).
X Exhibits non-linearity in both DLL and PLL under induced multipath situation.

1Floyd M Gardner. Phaselock Techniques. John Wiley & Sons, 2005
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Stable Equilibria (SE) (1/3)

Stable Equilibrium: State where the system has successfully converged and returns to this
state after a small perturbation.!

1Gennady A. Leonov et al. “Hold-In, Pull-In, and Lock-In Ranges of PLL Circuits: Rigorous Mathematical Definitions and Limitations of Classical Theory”. In: IEEE.Trans
Circuits Syst. |, Reg. Papers 62.10 (2015), pp. 2454-2464
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Post-correlator
O00®e0000000

Stable Equilibria (SE) (1/3)
Stable Equilibrium: State where the system has successfully converged and returns to this
state after a small perturbation.!

® Enable the analysis of system convergence (identifying the different points of
convergence and potential bifurcations).

® Facilitate the analysis of the system’s dynamic behavior, including transient response,
tracking error at lock, and stress error.

1Gennady A. Leonov et al. "Hold-In, Pull-In, and Lock-In Ranges of PLL Circuits: Rigorous Mathematical Definitions and Limitations of Classical Theory”. In: IEEE.Trans

Circuits Syst. I, Reg. Papers 62.10 (2015), pp. 2454-2464
17 October 2025 24 /51
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Stable Equilibria (SE) (1/3)
Stable Equilibrium: State where the system has successfully converged and returns to this
state after a small perturbation.!

® Enable the analysis of system convergence (identifying the different points of
convergence and potential bifurcations).

® Facilitate the analysis of the system’s dynamic behavior, including transient response,
tracking error at lock, and stress error.

Closed-loop model SE:

dr (e, av) =0,  dy (e .80) =0, (e, .Av)=0  (Equilibrium)

1Gennady A. Leonov et al. "Hold-In, Pull-In, and Lock-In Ranges of PLL Circuits: Rigorous Mathematical Definitions and Limitations of Classical Theory”. In: IEEE.Trans

Circuits Syst. I, Reg. Papers 62.10 (2015), pp. 2454-2464
17 October 2025 24 /51
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Stable Equilibria (SE) (1/3)
Stable Equilibrium: State where the system has successfully converged and returns to this
state after a small perturbation.!

® Enable the analysis of system convergence (identifying the different points of
convergence and potential bifurcations).

® Facilitate the analysis of the system’s dynamic behavior, including transient response,
tracking error at lock, and stress error.

Closed-loop model SE:

DLL disc PLL disc
LI
dr (e, av) =0,  dy (e .o0) =0, ¢ (e, .A0)=0  (Equilibrium)
I / /
0d; (sn,Ay) . 0 dy (sn,Au> . 0 xf (en,Au) 0 (Stabiliy)
A B S —— A A tability
Oc, ’ Ocg ’ Ocs
lGennady A. Leonov et al. “Hold-In, Pull-In, and Lock-In Ranges of PLL Circuits: Rigorous Mathematical Definitions and Limitations of Classical Theory”. In: IEEE.Trans

Circuits Syst. I, Reg. Papers 62.10 (2015), pp. 2454-2464
17 October 2025 24 /51

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing



lator
DO000@000000000C

Stable Equilibria (SE) (1/3)
Stable Equilibrium: State where the system has successfully converged and returns to this
state after a small perturbation.!

® Enable the analysis of system convergence (identifying the different points of
convergence and potential bifurcations).

® Facilitate the analysis of the system’s dynamic behavior, including transient response,
tracking error at lock, and stress error.

Closed-loop model SE:

SE solutions

¥ ¥ v
dr (en.av)=0,  dy (e .ov) =0, ¢ (. Av) =0  (Equilibrium)
0d; (ei,,Ay) 0 dy (e%,Au) 0 xf (eil,Ay) ( )
AN sy, Ny, AT ) S0 (Stability
Oc, ’ Ocg ’ Ocs
lGennady A. Leonov et al. “Hold-In, Pull-In, and Lock-In Ranges of PLL Circuits: Rigorous Mathematical Definitions and Limitations of Classical Theory”. In: IEEE.Trans

Circuits Syst. I, Reg. Papers 62.10 (2015), pp. 2454-2464
17 October 2025 24 /51
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Stable Equilibria (SE) (2/3)

Induced-jamming Induced-spoofing

LINEAR ASSUMPTION

REPUBLIQUE
FRANGAISE
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Stable Equilibria (SE) (2/3)

Induced-jamming Induced-spoofing

Tracked dynamic: Authentic dynamic i, or
frequency-mismatched version (1/2T;)
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

dT(sil,Au):O, dg(eg,Au)zo, Xf(ei,,Au):o
od. ((;—:jT,Au) . ddy (;’;,Au) N Oxr ((;:i,Au) ¥
System SE Phase SE

-
! ! ! I
enz{ef,sf,ae}

Code SE T T Frequency SE

A NON-LINEAR AND INTERDEPENDENT A
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Independent of €

v 1
dT(e’T,efc,Au):O, dg(eil,Au):O, xf(alr,sfc,Au):O
od, <€T,sf ,Ay> Odpy ( e ,Au) Oxr ( el ek ,Au)

0 —= >0 0

O, =% Ocg =% Ocs >

System SE

;
! ! ! 1
e,,:{ef,ef,se}

Code SE T T Frequency SE

A d. and s INDEPENDENT OF PHASE ERROR A
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

d7<5’7,sfc.Al/):0, dg(E%,AlI)IO, \,c(flT s/f,Au>:
ad. ( el el | Au> ddy ( el ,Au) Oxr ( el el ,Au)
>0, —= >0, >0
Oe, Oeg Oer
System SE

T
! ! / !
67] = |: Er , Ef , €9 :|

Code SE T T Frequency SE

A d; and ys INDEPENDENT OF PHASE ERROR A

REPUBLIQUE
FRANCAISE
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

dT(Ei-agfffAV>:0~ Xf(EL,&{c,AV)Z
ad, (5’7,4 ,AV) 1954 ( 54,5? ,AI/)
- >0 : > 0.
Oe, Osr
System SE

T
! ! / !
67] = |: Er , Ef , €9 :|

Code SE T T Frequency SE

A d; and ys INDEPENDENT OF PHASE ERROR A

REPUBLIQUE
FRANGAISE
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Frequency error & (Hz) Frequency error & (Hz)
-20 0 20 -20 0 20 40
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Frequency error & (Hz) Frequency error & (Hz)
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Delay error ¢, (chip)

Induced-Multipath Results (Asynchr

Frequency error ¢ (Hz)
0 -20 0 20 40

Frequency error ¢ (Hz)
40 -20 0 20 40

Frequency error ¢ (Hz)
0 -20 0 20 40

Frequency error ¢ (Hz)
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz)
-20 0 20 40 40 -20 0 20 40 0 -20 0 20 40 0 -20 0 20

40
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004 X % X o.o—\ﬂ D r |o{?X\ & X 004 X P X
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Delay error ¢, (chip)
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Relative phase A@ (rad)
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|
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o
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o
)
o
)
o
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Af =0 Hz Af =12 Hz Af =25 Hz Af =31 Hz
Induced-Multipath Results (Asynchronous Frequency Spoofer)

A Emergence of multiple possible points of convergence (chaotic behavior and
bifurcations).
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz)
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Induced-Multipath Results (Asynchronous Frequency Spoofer)

A Emergence of multiple possible points of convergence (chaotic behavior and
bifurcations).

A Interdependence between the DLL and PLL.
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Stable Equilibria (SE) (3/3)

System SE under induced-multipath:

Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz) Frequency error & (Hz)
-20 0 20 40 40 -20 0 20 40 0 -20 0 20 40 0 -20 0 20 40
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Af =0 Hz Af =12 Hz Af =25 Hz Af =31 Hz
Induced-Multipath Results (Asynchronous Frequency Spoofer)
A Emergence of multiple possible points of convergence (chaotic behavior and
bifurcations).
A Interdependence between the DLL and PLL.
A Oscillating patterns over the relative phase Af € [0, 27].

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025



Post-correlator
0000000000

Dynamic and stochastic response (1/5)

® Characterize the dynamic response of the loops, including transient behavior and all
dynamic aspects (feedback and filtering).

LSomeshwar C Gupta. “Phase-Locked loops”. In: Proc. IEEE 63.2 (1975), pp. 291-306
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Dynamic and stochastic response (1/5)

® Characterize the dynamic response of the loops, including transient behavior and all
dynamic aspects (feedback and filtering).

e Evaluate the impact of noise on the dynamic response.!

LSomeshwar C Gupta. “Phase-Locked loops”. In: Proc. IEEE 63.2 (1975), pp. 291-306
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Post-correlator
0000000000

Dynamic and stochastic response (1/5)

® Characterize the dynamic response of the loops, including transient behavior and all
dynamic aspects (feedback and filtering).

e Evaluate the impact of noise on the dynamic response.!

Closed-loop model:

2 A Zz &
#H2) +80(z) = 1 TiF(2) O (ma(2) — (2)  Av(2)) (OLL)
N 271
0(2) = T TiFol2) Do (na(2) - A(z) . Bv(2)) (PLL)
LSomeshwar C Gupta. “Phase-Locked loops”. In: Proc. IEEE 63.2 (1975), pp. 291-306
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Dynamic and stochastic response (2/5)

Induced-Jamming and Induced-Spoofing Results

Linear Assumption:

LINEAR ASSUMPTION

L john W Betz and Kevin R Kolodziejski. “Generalized theory of code tracking with an early-late discriminator part Il: Noncoherent processing and numerical results’. In: /EEE
Transactions on Aerospace and Electronic Systems 45.4 (2009), pp. 1557-1564.
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Dynamic and stochastic response (2/5)

Induced-Jamming and Induced-Spoofing Results

Linear Assumption:

v" The dynamic response can be analyzed through the transfer function of the equivalent
linear closed-loop model Hy(z):

$U(2) = Hy(2) ¢, 38 (2) = Hy(2) 5.

LINEAR ASSUMPTION

L john W Betz and Kevin R Kolodziejski. “Generalized theory of code tracking with an early-late discriminator part Il: Noncoherent processing and numerical results’. In: /EEE
Transactions on Aerospace and Electronic Systems 45.4 (2009), pp. 1557-1564.
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Dynamic and stochastic response (2/5)

Induced-Jamming and Induced-Spoofing Results

Linear Assumption:

v" The dynamic response can be analyzed through the transfer function of the equivalent
linear closed-loop model Hy(z):

$U(2) = Hy(2) ¢, 38 (2) = Hy(2) 5.

V" The noise is considered additive and homogeneous and can be modeled as presented for
the nominal situation in the literature®.

LINEAR ASSUMPTION

L john W Betz and Kevin R Kolodziejski. “Generalized theory of code tracking with an early-late discriminator part Il: Noncoherent processing and numerical results’. In: /EEE
Transactions on Aerospace and Electronic Systems 45.4 (2009), pp. 1557-1564.
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Dynamic and stochastic response (3/5)

Resolution Under Induced-Multipath Situation

Non-linear:

% The system cannot be modeled using a transfer function.

71

#z) +60(z) = 1 T F:(2) D, (ma(2) = #(2) , Ar(z) ) (DLL)

— o1

Z—l

Tt T Fal2) Do (ma(2) — 0(2) . Aw(2)

N—

(PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Under Induced-Multipath Situation

Non-linear:

% The system cannot be modeled using a transfer function.

Random state vector & (py)
R E— l
#z) + 8 0(2) = - TiF:(2) O (ma(2) — () Av(z) ) (DLL)
0(z) = = TiFol2) Do (ma(2) — (2) , Bw(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Under Induced-Multipath Situation

Non-linear:
% The system cannot be modeled using a transfer function.

%X Non-additivity: Input dynamics and noise response cannot be separated.

Random state vector & (py)
R E— l
#z) + 8 0(2) = - TiF:(2) O (ma(2) — () Av(z) ) (DLL)
0(z) = = TiFol2) Do (ma(2) — (2) , Bw(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Under Induced-Multipath Situation

Non-linear:
% The system cannot be modeled using a transfer function.
%X Non-additivity: Input dynamics and noise response cannot be separated.
x Heterogeneity: Noise variance depends on the system’s actual state.

Random state vector ¢ (pg)

| | o |

#z) + 8 0(2) = - TiF:(2) D (ma(2) — () Av(z) ) (DLL)

_ 71
-1

0(z) = T TiFolz) Do (ma(2) — A(2) , Av(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Strategy

Quasi-Harmonic Behavior:

Random state vector ¢ ()

| | o |

#z) + 8 0(2) = - TiF:(2) O (ma(2) — () Av(z) ) (DLL)
0(z) = = TiFol2) Do (ma(2) — (2) , Bw(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Strategy

Quasi-Harmonic Behavior:

® The system’s SE exhibit oscillations along the relative phase Af.

Random state vector & (py)
R E— l
#z) + 8 0(2) = - TiF:(2) O (ma(2) — () Av(z) ) (DLL)
0(z) = = TiFol2) Do (ma(2) — (2) , Bw(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Strategy

Quasi-Harmonic Behavior:
® The system’s SE exhibit oscillations along the relative phase Af.

® Other relative parameters, Av, can be assumed constant over A6 € [0, 27].

Random state vector & (py)
R E— l
#z) + 8 0(2) = - TiF:(2) O (ma(2) — () Av(z) ) (DLL)
0(z) = = TiFol2) Do (ma(2) — (2) , Bw(2) ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (3/5)

Resolution Strategy

Quasi-Harmonic Behavior:
® The system’s SE exhibit oscillations along the relative phase Af.
® Other relative parameters, Av, can be assumed constant over A6 € [0, 27].

® The system behavior can be characterized by its quasi-harmonic response for any Awv.

Random state vector & (pg) Constant except A8 € [0, 2]
[ A o
#z) +8 8(z) = = TiF(2) D (ma(2) — A(2)  Av ) (DLL)
N 2_1
0(2) = = TiFo(2) Do (ma(2) - 0(2) . A ) (PLL)

A NON-LINEAR AND INTERDEPENDENT A
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Dynamic and stochastic response (4/5)

Induced-Multipath Results

Quasi-harmonic behavior:
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Dynamic and stochastic response (4/5)

Induced-Multipath Results

Quasi-harmonic behavior:

00050

00025

0.0000

0015

v Enable the characterization of the
tracking error under induced multipath as
a function of the relative dynamics Av
and receiver parameters.

0010

0,005

0,000

—0.005

Code tracking error (chip)

—0.010

—0.015

0,000 0002 0.004

3 4 5
Probability density function 1e-5

Tracking error PDF pgs (A7 = 0.5 chip,
Af =2 Hz, Ag = 0.64 and C/No = 50 dB.Hz).

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 30 /51



Post-correlator

D000000000e0O!

Dynamic and stochastic response (4/5)

EEZT/\_——\ Induced-Multipath Results

Quasi-harmonic behavior:

0015

v Enable the characterization of the
tracking error under induced multipath as
a function of the relative dynamics Av
and receiver parameters.

0010

0,005

0,000

—0.005

Code tracking error (chip)

v Accounts for the system’s non-linearity,
filtering, and stochastic aspects.

—0.010

—0.015

0,000 0002 0.004

Tracking error PDF pgs (A7 = 0.5 chip,
Af =2 Hz, Ag = 0.64 and C/No = 50 dB.Hz).
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Dynamic and stochastic response (4/5)

M Induced-Multipath Results

00025

= : Quasi-harmonic behavior:

v Enable the characterization of the
tracking error under induced multipath as
a function of the relative dynamics Av
and receiver parameters.

v Accounts for the system’s non-linearity,
filtering, and stochastic aspects.

v Enables the derivation of a more accurate
Spoofing Error Envelope (SEE).

0015

0010

2 o005
)

25 0,000 0002 0.004

Tracking error PDF pgs (A7 = 0.5 chip,
Af =2 Hz, Ag = 0.64 and C/No = 50 dB.Hz).
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Dynamic and stochastic response (4/5)

o M Induced-Multipath Results

R— Quasi-harmonic behavior:

0015

v Enable the characterization of the
tracking error under induced multipath as
a function of the relative dynamics Av
and receiver parameters.

v Accounts for the system’s non-linearity,
filtering, and stochastic aspects.

0010

2 o005
)

v" Enables the derivation of a more accurate
Spoofing Error Envelope (SEE).

x Does not model bifurcation or transient
response.

25 0,000 0002 0.004

Tracking error PDF pgs (A7 = 0.5 chip,
Af =2 Hz, Ag = 0.64 and C/No = 50 dB.Hz).
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Dynamic and stochastic response (5/5)

Maximum code error e (chip) Maximum frequency error & (Hz) Maximum phase error £0 (rad)
0.00 0.01 0.02 0.03 0.04 5 10 15 0.0 0.5 1.0 15

—:::——::L——::‘—:—

Relative delay At (chip)

I |

20 0 0 ‘ 20 0 0

Relative frequency Af (Hz) Relative frequency Af (Hz) Relative frequency Af (Hz)
Code Frequency Phase

Absolute Spoofing Error Envelope (Ag = 0.64 and authentic C/Np of 55 dB.Hz). Reroncue

FRANCAISI
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Outline

@ Impact of spoofing after correlation

C/No

REPUBLIQUE
FRANCAISE
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C /Ny definition

Characterize the true and estimated C/Np under each induced-spoofing situation.
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C /Ny definition

Characterize the true and estimated C/Np under each induced-spoofing situation.

<C> a 1 M
NO true i

True C/Np (over Q X I;):

Y

n
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C /Ny definition

Characterize the true and estimated C/Np under each induced-spoofing situation.

(5e)
NO true

Normalization factor

Useful signal power

True C/Np (over Q X I;):
Pq

>
|~

N
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C /Ny definition
Characterize the true and estimated C/Np under each induced-spoofing situation.

Useful signal power

True C/Np (over Q X I;):
Pq

()
NO true i S

=
=

Normalization factor

Estimated C /Ny (measured on the prompt correlator outputs over I;):
Three algorithms:

® Moment Method (MM) (equivalent to Variance Summing Method (VSM),
® Narrow Wideband Power Ratio (NWPR),
® Beaulieu method.
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C /Ny under spoofing (1/4)

Induced-jamming Induced-spoofing

REPUBLIQUE
FRANCAISE
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C /Ny under spoofing (1/4)

Induced-jamming Induced-spoofing

True C/Np:

Ti P, i P,+P,

c\V 1 Ps C(en)? C,
()7 -

true
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C /Ny under spoofing (1/4)

Induced-jamming Induced-spoofing

True C/Np: True C/Np:
No true T'Pc Ti Pn+'DX No true T'PC Ti P"+PX
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C /Ny under spoofing (1/4)

Induced-jamming Induced-spoofing

True C/No: True C/Np: Spoofing pover
l l l
<C)(J) 1P &) G <C>(S) 1 Pa (et An) AgG
NO true 7_|P§ 7_' P"+PX NO true 7—|P§ —I_I Pn+PX
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C /Ny under spoofing (1/4)

Induced-jamming Induced-spoofing

True C/No: True C/Np: Spoofing pover
! l l
<C)(J) 1P &) G <C>(S) 1 Pa (et An) AgG
No true Ti P Ti P, + 'DX No true Ti P Ti Pt PX

Induced-Jamming and Induced-Spoofing Results

The estimators are unbiased and converge to the true C/Ny value.
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C /Ny under spoofing (2/4)

Induced-multipath:

Am.ma, An) = Na(ma —m) + As(ma —n+An) + A

Spoofing peak
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C /Ny under spoofing (2/4)

Prompt correlator evolution:

7Al
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C /Ny under spoofing (2/4)

Prompt correlator evolution:

7Al
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C /Ny under spoofing (3/4)
Induced-Multipath Results
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C /Ny under spoofing (3/4)
Induced-Multipath Results

® Derivation of analytic expressions as a function of An.

MM: Beaulieu:
Interaction random power variance Correlator difference power
v -1
—1(M) 2 2 2 ——q (M
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C /Ny under spoofing (3/4)
Induced-Multipath Results

® Derivation of analytic expressions as a function of An.
® The MM, Beaulieu, and NWPR estimators are biased and do not reflect the true C/Np.
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C /Ny under spoofing (3/4)

Induced-Multipath Results

® Derivation of analytic expressions as a function of An.
® The MM, Beaulieu, and NWPR estimators are biased and do not reflect the true C/Np.
® Spoofing distortion varies depending on the type of estimator.

MM: Beaulieu:
Interaction random power variance Correlator difference power
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Post-correlator
0000080
C /Ny under spoofing (4/4)
Mean estimated C/No Mean estimated C/No Mean estimated C/No
25 30 35 40 45 50 35 40 45 50 20 23 0 35 40 45 50
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Relative frequency Af (Hz) Relative frequency Af (Hz) Relative frequency Af (Hz)
MM NWPR Beaulieu
Mean estimated C/Np in dB.Hz (Ag = 0.64 and authentic C/Ny of 55 dB.Hz).
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Conclusion

Spoofing Impact After Correlation

The impact of spoofing on post-correlation stages can be classified into four situations:
® Nominal: The reference scenario with no spoofing impact.
® Induced-Jamming: The receiver tracks the authentic dynamics, and the spoofing impact
is reduced to re-radiated noise.
® Induced-Spoofing: The receiver tracks the spoofing dynamics and adapts to the
characteristics of the spoofing signal.
® Induced-Multipath: The receiver tracks a composite of both signals:

A The tracking loops exhibit chaotic behavior, including multiple SE and non-linear effects,
inducing varying tracking errors and possible bifurcations.
A The C/Njy estimators suffer significant degradation, potentially leading to loss-of-lock.
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Experiment presentation
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Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.
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Experimentation

O@000000000

Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.
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Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.

Approach
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Experimentation
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Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.
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Experimentation
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Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.

® Evaluate the theoretical predictions against experimental results and compare different
receiver architectures.

Spoofer
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Experimentation
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Experiment presentation

® Observe the distortions predicted by the theoretical model in a realistic spoofing
environment using real GNSS receivers.

® Evaluate the theoretical predictions against experimental results and compare different
receiver architectures.

e Examined Observables:
' e Theoretical Models

e Simulator: Implements correlator,
_ C /Ny estimator, and tracking loops.
S ® Real Receivers:

Spoofer T
* e 31 ® GNSS SDR
/N ® |fen SX3
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Experiment scenario (1/2)
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Experiment scenario (1/2)

PRN 4 analyzed (PRN 11, 15 and 30 in the f:“f‘

manuscript)
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Experimentation
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Experiment scenario (1/2)

PRN 4 analyzed (PRN 11, 15 and 30 in the LA I s
manuscript) Taoe N
& 7 [ R
Experiment Scenarios: WD
® Scenario 1: Nominal scenario (no . ’13.) \m) s /-
spoofing). . 7 MAZEANE .
® Scenario 2: Low-power sophisticated ‘ i . \” s
repeater without re-radiated noise. AN TS ‘ ;
® Scenario 3: High-power sophisticated o = &
repeater without re-radiated noise. ™ ; =
0 R
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Experimentation
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Experiment scenario (1/2)

PRN 4 analyzed (PRN 11, 15 and 30 in the LA I e
manuscript) . ' C

J’g”
IF
3
®

Experiment Scenarios:
® Scenario 1: Nominal scenario (no S \m‘ I 4
spoofing). : A

270°
06

® Scenario 2: Low-power sophisticated ‘ e s \
repeater without re-radiated noise. A ‘

wﬁ“ﬂ
0,

® Scenario 3: High-power sophisticated
repeater without re-radiated noise.

ao,ev . I “OQS
Same authentic dynamics: 7,(t), 6,(t), and 081
same spoofing dynamics: 75(t), 65(t) across
each scenario.

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 41 /



Experimentation
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Experiment scenario (2/2)
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Relative parameters (code, frequency, power) for PRN 4.
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Experiment scenario (2/2)

200
3007 —_ — 4 20 4 Scenarios 3 and 4
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4001 EISO- Sy
£ 5 <
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Relative parameters (code, frequency, power) for PRN 4.
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Experiment scenario (2/2)

¥ ‘ 200 T T T
300 Y —_— 4 20 4 | — Scenarios 3 and 4 |
~ Scenario 2
. < 1501
. 400 I a 10 4
£ 5 <
< 0 ]
< 300 MULT/IPATH BOUND % 100 - g 0
2 5 8
3 L S g 10+
° / 2 I
Z 200 1 T; 50 2 20
< 2 = - T
E — z 5 (-
&) &= 730 -
100 A 0 = —c
—40 4
0 200 400 600 800 0 200 400 600 800 0 200 400 600 800
Time (s) Time (s) Time (s)

Relative parameters (code, frequency, power) for PRN 4.

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofi



Experimentation
000®0000000
Experiment scenario (2/2)
r - 200 T T T
500 —_ —_ 4 20 4 = Scenarios 3 and 4 |
~— Scenario 2
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. 400 I a 10 4
£ g <
>} S0 0
i 300 - MULTIPATH BOUND E" 100 1 4
= g 2
: —
o & 3
Z 200 ° 50 1 2 0
< = - -
e ~T— Z 3 —
o~ E o~
100 1 0 b* = 7301
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Relative parameters (code, frequency, power) for PRN 4.

. Flying over the spoofer / Landing (high dynamics)
. Taxiing (low dynamics)
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Experiment setup
SX3 GNSS-SDR
Doppler = £5000 Hz Doppler = £3500 Hz

Coherent time = 1 ms, Incoherent number = 10, Pg, = 1072

Acquisition

Integration time 7; = 10 ms

Tracking correlator
. EMLP EMLE ‘ EMLP
Discriminator olel
DLL =" up
Low-pass filter 1st order, B, =1 Hz

Duration: 1 s, Type: C'/Ny, Threshold v, = 25 dB-Hz

Loss indicator
Discriminator Costas loop (unknown) Costas loop (atan)
By = 20 H: By =30 H By =20 H:
PLL | Low-pass filter 0 z 0 z | 0 z
3rd order
Loss indicator Not used NECT, Duration: 1 s, Not used
Threshold vy = 0.85
/N, estimation Signal power/Noise power Type: MM
Estimation period: 1 s
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Experiment setup
SX3 GNSS-SDR
Doppler = £5000 Hz Doppler = £3500 Hz

Coherent time = 1 ms, Incoherent number = 10, Pg, = 1072

Acquisition

Integration time 7; = 10 ms

Tracking correlator
. EMLP EMLE | EMLP
Discriminator 0.1 chi
DLL =" up
Low-pass filter 1st order, B, =1 Hz

Duration: 1 s, Type: C'/Ny, Threshold v, = 25 dB-Hz

Loss indicator
Discriminator Costas loop (unknown) | Costas loop (atan)
By = 20 H: =30 H By =20 H:
PLL | Low-pass filter 0 z Bo = 30 Hz | 0 z
3rd order
Loss indicator Not used NECT, Duration: 1 s, Not used
Threshold vy = 0.85
C/Ny estimation Signal power/Noise power Type: MM
Estimation period: 1 s
REPUBLIQUE
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Nominal scenario

56
IFEN SX3 —— GNSS SDR —— Simulator (MM)
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Nominal scenario

56
IFEN SX3 —— GNSS SDR —— Simulator (MM)
24 —— GNSS SDR 7519 —— Simulator 54 — ONSSSDR
—— Simulator s0d IFEN SX3 . IFEN SX3
£ ;7 T —— Model (real)
5 < 254 g Model (MM)
5 5 =
2o 2 004 2 “
mmwmw
z ] 2251 g
< £ g4 W
5.0 3
Y
-7.54 46
: . . T T T T T F T T T T
0 200 400 600 800 0 100 200 300 40 0 200 400 600 800
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Experimental Errors:
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Experimentation
00000800000

Nominal scenario

56
IFEN SX3 —— GNSS SDR —— Simulator (MM)
24 —— GNSS SDR 7519 —— Simulator 54 — ONSSSDR
—— Simulator s0d IFEN SX3 < IFEN SX3
£ ;7 T —— Model (real)
: < 55 g5 Model (MM)
5 5 =
2o 2 004 2 “
mwwwmw
z ] 2251 g
< £ g4 W
5.0 3
Y
-7.54 46
: . . T T T T T F T T T T
0 200 400 600 800 0 100 200 300 40 0 200 400 600 800
Time (s) Time (5) Time (5)
Code error Frequency error C/No

Experimental Errors:

e Additional noise in the SX3 code tracking error (possibly due to clock correction of
the pseudorange).
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Experimentation
00000800000

Nominal scenario

56
IFEN SX3 —— GNSS SDR —— Simulator (MM)
24 —— GNSS SDR 7519 —— Simulator 54 — ONSSSDR
—— Simulator s0d IFEN SX3 . IFEN SX3
£ ;7 T —— Model (real)
5 < 254 g Model (MM)
5 5 =
2o 2 004 2 “
wmwwmw
z ] 2251 g
< £ g4 W
5.0 3
Y
-7.54 46
: . . T T T T T F T T T T
0 200 400 600 800 0 100 200 300 40 0 200 400 600 800
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Experimental Errors:

e Additional noise in the SX3 code tracking error (possibly due to clock correction of
the pseudorange).

® The SX3 and GNSS-SDR C/Ny estimators are biased (constant bias but show the same
trend as the expected C/Np).
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Experimentation
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Nominal scenario

56
IFEN SX3 —— GNSS SDR —— Simulator (MM)
24 —— GNSS SDR 7519 —— Simulator 54 — ONSSSDR
—— Simulator s0d IFEN SX3 . IFEN SX3
£ ;7 T —— Model (real)
5 < 254 g Model (MM)
5 5 =
g0 2 004 2
2 S 50
£ £ ﬂ’"l"l
z ] 2251 g
< £ g4 W
5.0 3
Y
-7.54 46
: . . T T T T T F T T T T
0 200 400 600 800 0 100 200 300 40 0 200 400 600 800
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Experimental Errors:

e Additional noise in the SX3 code tracking error (possibly due to clock correction of
the pseudorange).

® The SX3 and GNSS-SDR C/Ny estimators are biased (constant bias but show the same
trend as the expected C/Np).

® The GNSS-SDR C/Njy estimators appear to be low-pass filtered.
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perimentation

Low-power repeater scenario - Landing phase

Pseudorange error (m)

iy —— GNSSSDR
I —— Simulator
=== Th. envelope

IFEN SX3

235 240
Time (s)

Code error

245 25

Frequency error (Hz)

GNSS SDR
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IFEN SX3
Th. envelope

T T T T
240 242 244 246
Time (s)

Frequency error

T
248 28

under Spoofin

C/N, estimation (dB.Hz)
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perimentation

Low-power repeater scenario - Landing phase

Pseudorange error (m)

61 \ IFEN SX3
N —— GNSSSDR
44 - —— Simulator

=== Th. envelope

235 240 245 25

Time (s)
Code error
Observations:

Frequency error (Hz)

GNSS SDR
Simulator
IFEN SX3
Th. envelope

T T T T
240 242 244 246
Time (s)

Frequency error

T
248 28

under Spoofin

C/N, estimation (dB.Hz)
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—— Model (real)
Model (MM)
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Experimentation
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Low-power repeater scenario - Landing phase
6 \ IFEN SX3
N —— GNSSSDR 104 50 ¥
4 4 —— Simulator = N ’A/\“
G —==- Th. envelope ) T 451 P
: H <
s § £ 40
_§ % 5] 2 354 Simulator (MM)
3 £ —— GNSS SDR £ —— GNSS SDR
= —— Simulator S IFEN SX3
—10 1 IFEN SX3 30 1 —— Model (real)
=== Th. envelope Model (MM)
I I I | 15 . . . . . 25 : - - .
235 240 245 25 240 242 244 246 248 2% 230 240 250 260 270
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Observations:
® Tracking Errors: oscillations observed (dependence on the receiver architecture).
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Experimentation
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Low-power repeater scenario - Landing phase
6 \ IFEN SX3
N —— GNSSSDR 104 50 ¥
4 4 —— Simulator = N ’A/\“
% === Th. envelope ) i 45 4 T
<] - E
~
_é "é g Simulator (MM)
3 2 -1 —— GNSS SDR = ¥ —— GNSS SDR
= —— Simulator S IFEN SX3
—10 1 IFEN SX3 30 1 —— Model (real)
=== Th. envelope Model (MM)
| | | | -15 . : . : : 25 L y : : .
235 240 245 25 240 242 244 246 248 23 230 240 250 260 270
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Observations:
® Tracking Errors: oscillations observed (dependence on the receiver architecture).

® C/Ny Degradation: Significant degradation observed (strong dependence on the
estimator method).
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Experimentation
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Low-power repeater scenario - Landing phase
6 \ IFEN SX3
N —— GNSSSDR 104 50 4y
1, R H
4 —— Simulator _ N \ »,A/\A
E === Th. envelope S i 45 4 7
= = &)
5 g z
g S £ 40
_é "é 5] 2 354 Simulator (MM)
3 2 —— GNSS SDR = —— GNSSSDR
= —— Simulator S IFEN SX3
~104 IFEN SX3 301 —— Model (real)
=== Th. envelope Model (MM)
! ! } | 15 . . . . . 25 : - - .
235 240 245 25 240 242 244 246 248 23 230 240 250 260 270
Time (s) Time (s) Time (s)
Code error Frequency error C/No

Observations:
® Tracking Errors: oscillations observed (dependence on the receiver architecture).
® C/Ny Degradation: Significant degradation observed (strong dependence on the
estimator method).
® The theoretical models accurately predict receiver behavior under spoofing
conditions.
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Low-power repeater scenario - Taxiing phase

Pseudorange error (m)
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Experimentation
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Low-power repeater scenario - Taxiing phase

—— GNSS SDR 524
—— Simulator
_ IFEN SX3 <M
E EE, === _Th. envelope i 50_
5 = )
g g il 591
. W'” b
g4 g Ea | s
E El 7 Model rea])
2 IFEN SX3 2 4 Model (MM)
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Code error Frequency error C/No
Observations:
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Low-power repeater scenario - Taxiing phase

—— GNSS SDR 524
—— Simulator
IFEN SX3 _
= = Livgd o " N
E EE, Th. envelope i 50 _
5 = g
5 £ ERD) -I v
H s £ 'll iy
g 2 £ 4
—:,=’ E z Model real)
2 IFEN SX3 2 s Model (MM)
24— GNSS SDR S —— Simulator (MM)
—— Simulator 46 —— GNSSSDR
—3 4 === Th.envelope 45 IFEN SX3
300 400 500 600 700 800 300 400 500 600 700 800 300 400 500 600 700 800
Time (s) Time (s) Time (s)
Code error Frequency error C/No
Observations:

® Low oscillations in tracking errors and C/Ny degradation ranging from 0.5 to 2 dB
(dependence on the receiver architecture).
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Low-power repeater scenario - Taxiing phase

—— GNSS SDR 524
—— Simulator
IFEN SX3 _
= = Livgd o " N
E EE, Th. envelope i 50 _
5 = 2
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s, s 2 '” "“l' ,.[ wi
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—— Simulator 46 —— GNSSSDR
—3 4 === Th.envelope 45 IFEN SX3
300 400 500 600 700 800 300 400 500 600 700 800 300 400 500 600 700 800
Time (s) Time (s) Time (s)
Code error Frequency error C/No
Observations:

® Low oscillations in tracking errors and C/Ny degradation ranging from 0.5 to 2 dB
(dependence on the receiver architecture).

® Observed distortion even at very low spoofing received power, Ag < —20 dB.
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Low-power repeater scenario - Taxiing phase

—— GNSS SDR 52 4
—— Simulator
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5 p 2
5 £ ERD) -I v
: ru g
g 2 £ 4
_g E z Model(rea])
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—3 4 === Th.envelope 45 IFEN SX3
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Time (s) Time (s) Time (s)
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Observations:

® Low oscillations in tracking errors and C/Ny degradation ranging from 0.5 to 2 dB
(dependence on the receiver architecture).

® Observed distortion even at very low spoofing received power, Ag < —20 dB.

® The theoretical models accurately predict receiver behavior under spoofing
conditions.
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High-power repeater scenario - Landing phase
60 1
N ‘l —— Model (real)
01 " 551 Model (MM)
s s < 50 —— Simulator (MM) [
£ 504 5] z —— GNSS SDR
= = g 45 L
5 = 100 —— GNSS SDR 2 | IFEN $X3
s 151 5 —— Simulator _é 40 4
2 1004 2 150 IFEN SX3 ER
z g ——= Th. envelope z ——,
ERSPLE — g 2 304
2 IFEN SX3 £ -200 4 g
~150 4 —— GNSS SDR S . MVW"
—— Simulator
175 4 250 1
59 o2 . envelope 20 4
—200 T T T T T T T T T T T T
240 260 280 300 240 260 280 300 240 260 280 300
Time (5) Time (5) Time (5)
Code error Frequency error C/No
Observations:
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High-power repeater scenario - Landing phase
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e Bifurcation toward the 250 Hz-mismatched spoofing SE.
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e Bifurcation toward the 250 Hz-mismatched spoofing SE.

® |oss-of-lock as the received spoofing power decreases, followed by re-acquisition on the
authentic SE.
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Observations:

e Bifurcation toward the 250 Hz-mismatched spoofing SE.

® |oss-of-lock as the received spoofing power decreases, followed by re-acquisition on the

authentic SE.

® The model predicts the possible SE to which the system converges, as well as the
C /Ny behavior.
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High-power repeater scenario - Taxiing phase
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High-power repeater scenario - Taxiing phase
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® Tracking errors: Strong oscillations and bifurcation toward the spoofing SE (chaotic
behavior with high dependence on the receiver architecture and environment).
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® Tracking errors: Strong oscillations and bifurcation toward the spoofing SE (chaotic
behavior with high dependence on the receiver architecture and environment).

® C/Np degradation: Significant degradation with method dependence and possible
loss-of-locks (e.g., simulator at t = 450 s, followed by re-acquisition on the spoofing SE).
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High-power repeater scenario - Taxiing phase
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Code error Frequency error C/No
Observations:

® Tracking errors: Strong oscillations and bifurcation toward the spoofing SE (chaotic
behavior with high dependence on the receiver architecture and environment).

® C/Np degradation: Significant degradation with method dependence and possible
loss-of-locks (e.g., simulator at t = 450 s, followed by re-acquisition on the spoofing SE).

® The model accurately predicts the possible SE to which the system converges,

as well as the C/Ny behavior (and potential loss-of-locks).
Emile Ghizzo - ENAC

GNSS Receiver Signal Processing under Spoofing

17 October 2025 48 / 51



Experimentation
0000000000 e

Conclusion

Experiment observations

Emile Ghizzo - ENAC i i i il 17 October



0000000000 e
Conclusion

Experiment observations

A The harmful distortion observed under induced-multipath situation, as exhibited in the
theoretical models, is also observed in realistic spoofing environments.

Emile Ghizzo - ENAC GNSS Receiver Signal Processing under Spoofing 17 October 2025 49 / 51



Experimentation
0000000000 e

Conclusion

Experiment observations

A The harmful distortion observed under induced-multipath situation, as exhibited in the
theoretical models, is also observed in realistic spoofing environments.

A The experiments highlight the strong chaotic behavior of the GNSS receiver under such
distortion, including tracking loop bifurcations, loss-of-lock, and a strong dependence on
both the receiver architecture and the spoofing environment.

Emile Ghizzo - ENAC

GNSS Receiver Signal Processing under Spoofing

17 October 2025 49 / 51



Experimentation

0000000000 e

Conclusion

Experiment observations

A The harmful distortion observed under induced-multipath situation, as exhibited in the
theoretical models, is also observed in realistic spoofing environments.

A The experiments highlight the strong chaotic behavior of the GNSS receiver under such
distortion, including tracking loop bifurcations, loss-of-lock, and a strong dependence on
both the receiver architecture and the spoofing environment.

v" However, the models proposed in this thesis provide accurate predictions of the possible
loop SE and C/Ny degradation, offering a means to understand and quantify the
impact of spoofing.
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® Provide formal definitions for signal power, independence, and expectation.
® Derive properties related to stationarity and ergodicity.

Receiver Behavior Under Spoofing

Derivation of the theoretical model for the impact of spoofing before correlation (AGC, IF
signal) and after correlation (Correlator outputs, tracking loops, and C/Np):

® Pre-Correlation: Spoofing acts as a multiple weighted CW jammer for the AGC,
starting to impact AGC values when S/N > —5dB.
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Conclusion
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General Conclusions

Measure-Theory Framework

Introduction of a measure-theoretic framework for estimation under non-ergodic conditions:
® Provide formal definitions for signal power, independence, and expectation.

® Derive properties related to stationarity and ergodicity.

Receiver Behavior Under Spoofing

Derivation of the theoretical model for the impact of spoofing before correlation (AGC, IF
signal) and after correlation (Correlator outputs, tracking loops, and C/Np):
® Pre-Correlation: Spoofing acts as a multiple weighted CW jammer for the AGC,
starting to impact AGC values when S/N > —5dB.
® Post-Correlation: The impact of spoofing is categorized into four situations, including a
harmful case where the receiver exhibits chaotic behavior, inducing high tracking errors
and significant C /Ny degradation, as well as, possible tracking bifurcations and
loss-of-locks.
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